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Overview

IT professionals can now leverage their preferred tool for managing
configuration changes and system updates for Windows and non-Windows
systems alike. Quest® Management Xtensions - Configuration Manager 2007
Edition(QMX - Configuration Manager 2007) extends the power of Microsoft
System Center Configuration Manager 2007(System Center Configuration
Manager 2007) to Unix, Linux, Mac OSX and VMware ESX systems. Thus, Quest
enables System Center Configuration Manager 2007 to be the single, end-to-end
platform for managing desktops, servers, and devices in both physical and
virtual environments.

This guide is intended for Windows and UNIX system administrators, network
administrators, consultants, analysts, and any other IT professionals who will be
using QMX - Configuration Manager 2007 for the first time. By following the
instructions presented in this guide, a system administrator will be able to learn
how to manage Unix, Linux, and Mac OS systems from within the Configuration
Management console.

the docs\ directory of the distribution media. By following the instructions
presented in that guide, a system administrator will be able to install and
configure new or existing Unix, Linux, and Mac OS systems from within the
Configuration Manager Console.

! ) To access the QMX - Configuration Manager 2007 Installation Guide, navigate to

Conventions

Quest Software, Inc. products support a number of different implementations of
UNIX-like operating systems that include Solaris, HP-UX, UNIX, Linux, Mac OS
X, and AIX. To refer to all of these platforms, the term “Unix” will be used for
conciseness and consistency.
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About Quest System Center
Solutions Group

With a comprehensive set of solutions that extend the powerful capabilities of
the Microsoft System Center family to heterogeneous environments, Quest
Software enables IT professionals to leverage System Center as the single,
end-to-end platform for managing physical and virtual IT environments across
data centers, desktops and devices. For more information on the Quest System
Center Solutions group, please visit
http://www.quest.com/system-center/change-configuration.aspx.

About Quest Software, Inc.

Quest Software, Inc., a leading enterprise systems management vendor,
delivers innovative products that help organizations get more performance and
productivity from their applications, databases, Windows infrastructure and
virtual environments. Quest also provides customers with client management
through its ScriptLogic subsidiary and server virtualization management through
its Vizioncore subsidiary. Through a deep expertise in IT operations and a
continued focus on what works best, Quest helps more than 100,000 customers
worldwide meet higher expectations for enterprise IT. Quest's System Center
solutions enable the Microsoft System Center platform to serve as the
comprehensive systems management platform for organizations managing
heterogeneous environments. Together, an integrated platform improves IT
productivity, increases return on IT investments, and ensures compliance and
service levels to help drive business profitability. Now more than ever,
organizations need to work smart and improve efficiency. Quest Software
creates and supports systems management products-helping our customers
solve everyday IT challenges faster and easier. Visit Quest's System Center
solutions at www.quest.com/system-center. Quest Software can be found in
offices around the globe and at www.quest.com.

Contacting Quest Support

Quest Support is available to customers who have a trial version of a Quest
product or who have purchased a commercial version and have a valid
maintenance contract. Quest Support provides around the clock coverage with
SupportLink, our web self-service.

SupportLink  www.quest.com/support

Email at support@quest.com

xi
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From SupportLink, you can do the following:

e  Quickly find thousands of solutions (Knowledgebase
articles/documents).

e Access FAQs

e Download patches and upgrades

e Seek help from a Support engineer
e Update or view support requests

View the Global Support Guide for a detailed explanation of support programs,
online services, contact information, and policy and procedures. The guide is
available at http://support.quest.com/pdfs/Global Support Guide.pdf.

When you contact Support please include the following information:

1. The software you are working with.
The versions you have installed.

3. The Windows versions you have installed: 2000, XP, 2003 Server,
2003 Server R2.

4. The name of your Microsoft System Center Configuration Manager
2007 Contact.

5. How many non-Windows clients you have in your environment.

6. The port number that System Center Configuration Manager 2007
uses to handle requests and the port the QMX - Configuration
Manager 2007 Agent uses for communications.

7. The following Log files:

e C:\Program Files\Quest Software\QMX for
ConfigMgr\push_.install.log

e /var/opt/quest/gmxcm/logs/gmxcmd.log

e /var/opt/quest/gmxcm/owlogs/gmx_status.log
e /var/opt/quest/gmxcm/owlogs/gmxlog.txt

e /var/opt/quest/gmxcm/owlogs/gmxlog.xml

8. The system information output from the client using an uname -a
command.

9. Any information you feel is appropriate about your System Center
Configuration Manager 2007 environment or test lab setup.

xii
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About this Guide

Join the Community

Get the latest product information, find helpful resources, and join a discussion
with the QMX - Configuration Manager 2007 team and other community
members at: http://vintela.inside.quest.com/category.jspa?categorylD=34
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System Center Configuration
Manager 2007

Microsoft System Center Configuration Manager 2007 (System Center
Configuration Manager 2007) provides a comprehensive solution for addressing
and resolving your change and configuration needs. You can manage change and
configuration for your servers, desktops, applications, and devices across your
whole enterprise with System Center Configuration Manager 2007.

Its functionality generally breaks down into these categories:

e Discovery:

e Discovering system resources, user and group accounts, typically
in an Active Directory environment

e Inventory:

e Hardware Inventory: comprehensive inventory data including
installed programs

e Software Inventory: comprehensive inventory of files and/or
file types

e Software Distribution: enterprise-level solution for deploying
applications, but can be extended to uninstalling applications and
running commands

e Patch management: enterprise-level solution for managing patches
and updates in the Windows environment

e Remote tools: delivers the ability to run remote tools on a client
computer from the Configuration Manager Console

e Software Metering: provides usage data for installed software

QMX - Configuration Manager 2007

Enterprise-wide change and configuration management of resources on both
Windows and non-Windows platforms can be problematic. System Center
Configuration Manager 2007 provides excellent Windows resource management,
but without Quest® Management Xtensions - Configuration Manager 2007
Edition (QMX - Configuration Manager 2007) it cannot provide these same
capabilities to non-Windows resources. In a heterogeneous environment,
administrators had to rely on tools other than System Center Configuration
Manager 2007 for change and configuration management of non-Windows
systems even though the administrative tasks are essentially the same.
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QMX - Configuration Manager 2007 eliminates this problem and enables System
Center Configuration Manager 2007 to become the single integrated tool for
managing all computer resources in your enterprise, Windows and non-Windows
alike. All key QMX - Configuration Manager 2007 features including System
Discovery, Hardware/Software Inventory, Software and Patch Distribution,
Software Metering (for software license compliance tracking), and Remote Tools
are seamlessly integrated into the Configuration Manager Console.

QMX - Configuration Manager 2007 provides a Configuration Manager Console
extension and an Agent that gives IT administrators the ability to manage
non-Windows systems from within the Configuration Manager Console. By
natively integrating into the System Center Configuration Manager 2007
infrastructure, QMX - Configuration Manager 2007 solves the problem of
administering a heterogeneous environment by seamlessly extending the
change and configuration management support of System Center Configuration
Manager 2007 to non-Windows systems. QMX - Configuration Manager 2007
enables the Configuration Manager Console to become a single integrated tool
for managing all computer resources in your enterprise, Windows and
non-Windows alike.

Core Design

The core design objective for QMX - Configuration Manager 2007 is to seamlessly
provide non-Windows systems management capability through the
Configuration Manager Console. Seamless means that in all possible situations,
QMX - Configuration Manager 2007 is designed to look, feel, and act as if it were
written by the Microsoft System Center Configuration Manager 2007
development team. QMX - Configuration Manager 2007 even uses the same
database and tables so all System Center Configuration Manager 2007 features
work as expected, even while managing non-Windows resources.

QMX - Configuration Manager 2007 does not make any changes to the System
Center site database; it stores client data and tables in the existing database
just like Windows clients.

It is vital to understand that managing non-Windows systems with QMX -
Configuration Manager 2007 is the same as managing Windows systems with
the Configuration Manager Console. Discovery, Hardware and Software
Inventory, and Software Distribution all function the same as they do in System
Center Configuration Manager 2007. QMX - Configuration Manager 2007 does
not just use System Center Configuration Manager 2007 data, nor does it
replace the standard Configuration Manager Console and other standard tools.
QMX - Configuration Manager 2007 seamlessly integrates non-Windows systems
management into System Center Configuration Manager 2007 by extending
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existing functionality and by adding non-Windows-specific functionality that acts
the way you would expect System Center Configuration Manager 2007 to act.

QMX - Configuration Manager 2007 also adds the ability to launch non-Windows
configuration and management tools from the Configuration Manager Console.

User Interface Design

In order to achieve seamless integration with the System Center Configuration
Manager 2007 user interface, the QMX - Configuration Manager 2007 interface
is written as a Configuration Manager Console extension. It is specifically
designed to transparently plug into the Configuration Manager Console shortcut
menu items, wizards, property pages, and other components necessary to
provide non-Windows management through the Configuration Manager Console
by using the existing menus and property sheets.

The Configuration Manager Console is based on the Microsoft Management
Console (MMC), as are many of the Windows management tools. Examples
include the Event Viewer, Performance Monitor, Active Directory management,
etc.

MMC is designed to be extensible. Snap-ins can be combined together in the
MMC workspace to provide greater tool integration and flexibility for the
administrator. There are many other benefits of using MMC which will not be
covered here.

Agent Technology

System Center Configuration Manager 2007 utilizes the Windows Management
Instrumentation (WMI), the Microsoft WBEM implementation for Windows. QMX
- Configuration Manager 2007 uses OpenWBEM and Providers that give
non-Windows resources equivalent functionality.

WBEM is an industry initiative to provide management of systems, networks,
users and applications across multiple vendor environments. WBEM simplifies
system management by providing better access to both software and hardware
data that is readable by WBEM-compliant applications.

QMX - Configuration Manager 2007 uses the same CIM Schema as Microsoft WMI
(and so by extension uses the same CIM schema as System Center Configuration
Manager 2007). Managed object data is presented in the Resource Explorer, is
used to define collections and queries, and is used in reports. QMX -
Configuration Manager 2007 over time will add schema extensions specific to
non-Windows properties. Even though these extensions are Unix, Linux or Mac
OS X specific, they will integrate seamlessly into System Center Configuration
Manager 2007.

a4
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“The CIM is a hierarchical, object oriented architecture that makes it
comparatively straightforward to track and depict the often complex
interdependencies and associations among different managed objects. Such
interdependencies may include those between logical network connections and
underlying physical devices, or those of an e-commerce transaction and the web
and database servers on which it depends.” (CIM Tutorial, CIM Overview, DMTF
and WBEM Solutions)

For more information refer to:
http://www.quest.com/system-center/change-configuration.aspx

Integration with VAS

QMX - Configuration Manager 2007 integrates with Quest Vintela Authentication
Services (VAS) technology so that System Center Configuration Manager 2007
can work with the non-Windows systems that have been joined to Active
Directory domains. The integration of VAS with QMX - Configuration Manager
2007 provides the following benefits:

e Enhanced Security. If the system is joined to Active Directory, and
System Center Configuration Manager 2007 is configured to publish
data into Active Directory, then security will be enhanced because the
Management Point certificates will be obtained from Active Directory
instead of HTTP.

e Software Metering. Software Metering allows you to determine how
your organization uses software programs and helps ensure software
license compliance. QMX - Configuration Manager 2007, with VAS
installed, lets the QMX - Configuration Manager 2007 Agent
determine if the user running the metered program is a VAS-enabled
user and, if so, reports the user's domain.

e Remote Tools. The QMX - Configuration Manager 2007 Agent, with
VAS and OpenSSH installed, will not require non-Windows users to
enter their passwords when launching Remote Tools.

ﬁ If you purchase and install the full version of VAS, then any programs run by
VAS-enabled users have the complete DOMAIN/username.

For customers that do not have a licensed version of VAS already installed, QMX
- Configuration Manager 2007 installs a VAS client agent. However, without
purchasing and installing the license for VAS, QMX - Configuration Manager 2007
only enables the VAS features that are directly relevant to Active Directory
domain joins and some additional security benefits.
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QMX - Configuration Manager 2007 can then use the Active Directory identity for
the non-Windows systems and the VAS LDAP capabilities to query Active
Directory for information relating to the non-Windows systems. For the user and
group management features of VAS, you must purchase and install the license.
(See Integration with VAS.) For more information on VAS and other Quest
Integration Architecture components, please visit
http://www.quest.com/unix_linux/.

Security Features

While System Center Configuration Manager 2007 has two security modes, QMX
- Configuration Manager 2007 2.0 only runs in “mixed” mode. For more
information about System Center Configuration Manager 2007 Security features,
refer to http://technet.microsoft.com/en-us/library/bb693811.aspx.

QMX - Configuration Manager 2007 Agents installed with the QMX -
Configuration Manager 2007 Agent Installation Wizard automatically receive the
Trusted Root Key (TRK) and require no additional action for security. You can
also supply the TRK as a parameter to the install script when doing a manual
install.

The TRK enables the QMX - Configuration Manager 2007 Agent to communicate
securely with authorized management points. The QMX - Configuration Manager
2007 Agent is able to verify the digital signature on communications received
from the management points, reducing the possibility of attackers hijacking
clients through unauthorized management points. (In the absence of a TRK, a
QMX - Configuration Manager 2007 Agent might be misdirected to an attacker’s
management point where it would receive policy.) In addition, the QMX -
Configuration Manager 2007 Agent encrypts inventory messages.

What is a Trusted Root Key?

System Center Configuration Manager 2007 uses public key
encryption/signatures. Inside System Center Configuration Manager 2007 there
is a single private key. This key is used to sign the certificate information for
every management point. To verify the signatures of the management points,
QMX - Configuration Manager 2007 uses the public key version. Whenever a
management point is created (or reinstalled), it creates a signature so that the
QMX - Configuration Manager 2007 Agent can know that the new certificate
information is safe. Without this signing process, someone could spoof a
management point and use it to gain control of the clients (both Windows and


http://www.quest.com/unix_linux/
http://www.quest.com/unix_linux/
http://www.quest.com/unix_linux/
http://technet.microsoft.com/en-us/library/bb693811.aspx

Introduction

QMX - Configuration Manager 2007 Agent clients). Until the QMX - Configuration
Manager 2007 Agent has the TRK, it will trust anyone that claims to be the
management point specified at install time. As such, it is more secure to supply
the TRK at install time.

Privilege Monitor Module

QMX - Configuration Manager 2007 limits unauthorized privilege escalation by
running all possible processes as a non-privileged user. The Privilege Monitor
ensures that providers only execute the pre-configured list of commands (stored
in a secure directory) with elevated privileges. You must never modify this list
of commands.
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About Hardware and Software
Inventory

Many companies are tasked with the requirement to comply with
Sarbanes-Oxley, HIPPA or other governance entities. Or, you may need to
internally track your assets to plan for purchases, track leases, group computers
to target management tasks, or provide information for help desk
troubleshooting. You also may need to export data to your Asset Management
System. Quest® Management Xtensions - Configuration Manager 2007 Edition
(Q@MX - Configuration Manager 2007) extends the Microsoft System Center
Configuration Manager 2007 change and configuration management capabilities
to non-Windows systems so you can get an enterprise view of your Windows and
non-Windows systems.

10

QMX - Configuration Manager 2007 enables system administrators to
transparently access hardware and software inventory for
non-Windows systems within the Configuration Manager Console
Resource Explorer.

QMX - Configuration Manager 2007 allows administrators to use the
same flexible and extensible Web reporting engine to gather

information on non-Windows systems. System Center Configuration
Manager 2007 supports more than 120 default reports. No additional
customization is required to gather information about non-Windows
systems. You can use one of the default reports or create your own.

QMX - Configuration Manager 2007 also transparently integrates
software inventory for non-Windows systems within System Center
Configuration Manager 2007 including files, file details, and product
details collections. Non-Windows systems software packages appear
automatically within Add/Remove Programs.

QMX - Configuration Manager 2007 on Mac OS X platforms collects
data for Add/Remove Programs about any application file (.app) that
exists in the /Applications or /System/Library folders and any
package installed with the installer. It also searches for package
receipts in /Library/Receipts for Mac OS X 10.3 and 10.4. (Receipts
are not captured on Mac OS X 10.5.) If you have Mac OS X 10.4 or
newer, it will also use a Spotlight search to find any application on any
mounted volume indexed by Spotlight.



Hardware and Software Inventory

Starting the Resource Explorer

QMX - Configuration Manager 2007 displays hardware and software inventory
information within the standard Resource Explorer for non-Windows systems
with no modification required. Resource Explorer is a tool in the Configuration
Manager Console that displays the collected inventory data. When you start the
Resource Explorer, it opens a window that displays the information collected by
hardware and software inventory.

To start the Resource Explorer

1. Navigate to a collection containing QMX - Configuration Manager
2007 Agent clients.

2. Inthe results pane, right-click the client whose information you want
to view.

?Q Configuration Manager Console _|a ﬂ

File Acion Wew Window Help =181
¢ BE3
' Siystem Center Configuration Manager 1= Actions
Ell_l Sitg Database (LAR - QMRDEMO-SCCM, Quest S (Flbb0 o — — 070 07090 all Linu Systems A
L'El Sie Managenert Look for; I ﬂ n IAH Columns ﬂ Find oy ez .
E--L;j Computer Management 123 Show Count
5 g CDHECtIUHS. ) () Undate Collection Ment...
8- ﬂ Al Active Directary Security Groups Resource Type
i) Al AT POVER Systens 85 tnstal Cient
[]--@? All Desktops and Servers Install Client % Exqort Ohiects
8 A HP-LY Systems Disrute u
ﬂ All Linux Systems b & Mew 3
8 Al Mac 05X Systens Clear Last PYE Advettisement Windaws Event Viewer X Dotz pecdl
(8- M Solers Systems Bpprove Windows Diagnostics )
[]"‘ﬂ Al Systems Black Windows Perfarmance Monitor 2 Distrbuie '
i Al User Groups T RemotsTook [ Transfer Site Settings
- ﬂ Al Users Mon-Windows Remate Todls — » RermeDeshtop lent
- ﬁ Al Wiwrare: E5X Systems Distibute Mor-Windows - = |l, Clear Last PXE Advertis...
- ﬂ All Windows 2000 Professional System = =) ngvertise Tack Sequence
- ﬂ All Windows 2000 Server Systems  — Delte
[ ﬁ All Windows Mabile Devices Refresh _L_.’Q #ssign Configuration Ba. ..
-8 Al windows Moble Pocket PC 2003 De RS A odfy ColeconSetngs
[ ﬂ Al Windows Mabie Packet PC 5.0 Dewi - -
[ ﬁ Al Windows Mobile Smartphane 20031 Help Tnstall Non-Windows Co .
- All Windows Mobie Smartphone 5.0 De - ]
[]--% All Windows Server 2003 Systems Distriute on-windows ¥
- ﬁ All Windows Server Systems ‘@ Give Feedback
[ ﬂ AllWindows Warkstation or Frofession )
- ﬂ All Windows P Systems i '
5\% Conflicting Records Mew Window from Here
=) fﬁ Suftware Distrbution
E|L.£ Packages K Delte
& chlkraatidt 0,430 English Rehresh
[l garbDol 6.2-0 Englsh
LB Aceess Accounts N Praperties
‘ ’ ‘l | ﬂ F_‘a Ualm j

3. Choose Start | Resource Explorer.
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Hardware

Hardware inventory is the process of gathering hardware-related information
from current clients in a System Center Configuration Manager 2007 site. The
information gathered includes processor type, network card, amount of memory,
and disk information. With the QMX - Configuration Manager 2007 Agent, you
do not have to make any modifications to your queries. QMX - Configuration
Manager 2007 uses the same hardware classes, database, infrastructure, and
interface that System Center Configuration Manager 2007 utilizes for managing
Windows-based systems. You can schedule how often you want the inventory to
run.

In addition, the Hardware Inventory Client Agent honors the policy settings in

much the same fashion that the System Center Configuration Manager 2007
Client does. The following similarities are notable:

12
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gﬁ Configuration Manager Console

Flle  Action Miew Window Help

1. Hardware inventory collection honors the Client Agents settings.

=0l ]
=l81x]

- am 2w
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- site Management

=34 voL - First Sie
=L Site Settings
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Lo .
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Yigw 4
|

E

[]--@ Software Updates
5] Operating System Deployre
[+ Software Metering
[#-i5] Reporting

[#-8Y Desired Configuration Man.
E

|, Queries 9
»

ﬂ Hardware Inventory Client Agent
ﬂ Software Inventory Clent Agent
ﬂ Advertised Programs Client Agent
ﬂ Camputer Client Agent

ﬂ Desired Configuration Management Clisnt 4.,

ﬂ Mobile Dewice Client Agent

ﬂ Remate Tools Client Agent

ﬂ Metwark Access Protection Client Agent
£ Software Metering Client Agent

ﬂ Software Updates Client Agent

hew Window from Here
Refresh
@ Hep

The hardware agent honors the same collection schedule.

3. The hardware agent uses the same sms_def .mof file as its class and
settings resource.

Note e The Managed Object Format (MOF) syntax is a way to
describe object definitions. The MOF file is basically made up
of a series of class and instance declarations.

Configuring the Hardware Inventory Client
Agent

To configure the Hardware Inventory Client Agent

1. Navigate to Site Management | Site Settings | Client Agent.
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Configuration Manager Console

. Fle Acion  Wiew Window  Help

=18]X]
=18] %]

6= BT 0 E

System Center Configuration Manager
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55y Site Management
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ﬂ idvertised Programs Client Agent

ﬂ Camputer Client Agent

.ﬂ Desired Configuration Management Client Agent

£ Mabile Device Client Agent

-ﬂ Remate Tools Client Agent

-ﬂ Mebwork Access Protection Client Agent

-ﬂ Saftware Metering Client Agent

£ Saftware Updates Client Agent

2. Double click Hardware Inventory Client Agent to open its Properties

window.
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Hardware Inventory Client Agent Properties ﬂ

General | MIF Collection

d’iil Hardware Inwentory Client Agent

v {Enabie hardware invenkory on cienks

— Inventory schedule

¥ Simple scheduls
Run every: |4 :I IDays j

" Custom schedule

Mo cuskomn schedule defined. IZustanmize, .. |
Mazximurm custom MIF File size (KB 250 H
(] Cancel Apply Help
LY,

3. Select Enable hardware inventory on clients.
4. Set the schedule.

Note e QMX - Configuration Manager 2007 uses the System Center
Configuration Manager 2007 policy that is already built. QMX
pulls it down to the non-Windows client agents.

To view hardware inventory information
1. Start the Resource Explorer (See Starting the Resource Explorer.)
2. Expand the Hardware group.

3. Click Operating System to display the operating system
information:
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:m ResourceExplorer - [linux'Resource Explorer’Hardware', Operating System] - |D|ﬂ
File  action  Yiew Help
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EIQ} Resource Explarer Look far: I j in IAII Columins j el | Clear |
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l

+|- {8 Diesktop Monitor

#|-=1 Disk Drives

- Disk Partitions

o IDE Cantraler
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f|-Em Memory
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4.

the Properties dialog for this resource:

Double-click the operating system listed in the results pane to open
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Enterprise Linux AS Properties - ﬂ

|rventon Property

Aktribuke | Walue |4
oot Device {hd0,0)

Build Mumber #1 Wed Jul 12 23:16:43 ED. ..
Zaption Enterprise Linux &35 4 (x86)
Country Code

5D Wersion pdate 4

Descripkion Red Hat Enterprise Linux A5 ...

Free Physical Memmory
Free Wirtual Memaory:

Install Date 71212006 2;16 PM
Last Book-up Time 10/152007 2:11 AM
Locale

Manufacturer Red Hat

Max Mumber OF Processes

Marne Enterprise Linux &5
Organization

05 Language

Reqgistered User

Syskem Directory ! e
Tokal Swap Space Size 511

Tokal Wirtual Memory Size 761

Tokal visible Memory Size 249 il
1 | »
| Cloge & I Cancel Apply | Help |

5. Repeat steps 4 through 6 to view the information in other hardware
inventory categories, such as Services, Disk Drives, Logical Disk,
and so forth.

QMX - Configuration Manager 2007 does not collect everything that System
Center Configuration Manager 2007 collects. For example, the Logical Disk
i3 Volume Name is not reported on a Mac OS X 10.5. For a complete list of
devices supported by QMX - Configuration Manager 2007, go to
http://www.quest.com/device-support-database/full-matrix.aspx

To collect the serial numbers of your managed hosts

1. Start the Resource Explorer from a specific managed host. (See
Starting the Resource Explorer.)

2. Expand the Hardware group.

3. Select PC BIOS.

17


http://www.quest.com/device-support-database/full-matrix.aspx

QMX - Configuration Manager 2007 2.2 Administrator’s Guide

‘i ResourceExplorer - [linux'Resource ExplorerHardware'PC BIOS] B[] 4

File  action  Yiew Help
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% You can use this data for advanced collections. (See Custom Inventory
Collection.)

To view software programs installed on your non-Windows clients

1. Start the Resource Explorer from a specific managed host. (See
Starting the Resource Explorer.)
2. Expand the Hardware group.

3. Select Add/Remove Programs.
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:m ResourceExplorer - [linux',Resource Explorer'Hardware'Add/Remove Programs] - |D|ﬂ
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! With QMX - Configuration Manager 2007, Add/Remove Programs gives you

information about the software applications that are installed on QMX -
Configuration Manager 2007 Agent-based resources. Thus, existing native
packages for operating systems such as RPM for Linux show up under
Add/Remove Programs in the Hardware group of the Resource Explorer.
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Hardware Inventory in a VMware
Environment

When you run QMX - Configuration Manager 2007 on a virtual host there are
some important considerations regarding Hardware Inventory. The QMX -
Configuration Manager 2007 Agent collects Hardware inventory data (such as
CPU Load and Memory usage) from the operating system platform on which it is
installed. QMX - Configuration Manager 2007 does NOT "“see through” the virtual
host to the physical host machine.

On a virtual host, if you want Hardware Inventory data about the physical host,
it would be best to install the QMX - Configuration Manager 2007 Agent on the
physical host and collect that data directly from it.

You can use Custom Inventory Collection to extend Hardware Inventory to
collect additional data. (See Associating Virtual Machines with Physical Hosts.)

Hardware History

The Hardware History group contains information ranging from specifics about
the manufacturer and type of hardware internals to the free space available on
each disk. You can use this information to determine which targets to use for a
software distribution, when to perform remote troubleshooting, or when to
identify hardware available in a specific site.

To view Hardware History information
1. Start the Resource Explorer from a specific managed host. (See
Starting the Resource Explorer.)
2. Expand the Hardware History group in the Resource Explorer.
Select Logical Disk History.
4. Double click a time and view the columns.

w
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Software

installed on the clients in the Hardware group of the Resource Explorer in

all System Center Configuration Manager 2007 lists the software applications
Add/Remove Programs as explained in Hardware

Software Inventory is the process of gathering software information from
current site clients in a System Center Configuration Manager 2007 site. The
information gathered can include installed programs and any files. With QMX -
Configuration Manager 2007, Add/Remove Programs software inventory
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information for non-Windows resources is found in the same place as it is for
Windows resources. Thus, existing native packages for operating systems such
as RPM for Linux show up under Add/Remove Programs in the Resource
Explorer.

ﬁ It is common for a much larger number of software objects to display from
non-Windows system than from Windows systems.

To view software file and inventory details

1. Start the Resource Explorer (See Starting the Resource Explorer.)
2. Expand the Software group.

3. Click on each of the following groups to view file and inventory
collection details:
e Collected Files: Information about the files that are collected from
clients.
e File Details: Detailed information about inventoried files.

e Last Software Scan: Information about the last software inventory
cycle.

¢ Product Details: Information about products that were inventoried
on the client, grouped by software manufacturer names.

Note e You must pre-configure software inventory for a site before
any data will display.

You can disable Spotlight search with the gmxcm.osx.use spotlight search
configuration file option.

Configuring Software Inventory

In QMX - Configuration Manager 2007, File and Inventory Collections work just
like they do in System Center Configuration Manager 2007, with a few additional
features.

To configure Non-Windows Inventory Collection or File Collection

1. From the Systems Management Server, navigate to Site Database |
Site Management | <site code> - <site name> | Site Settings
| Client Agents.

2. In the detail pane, double-click Software Inventory Client Agent:
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x|

Software Inventory Client Agent Properties

MHon-findows File Callection
|rveenton Mames

MHon-windows [nventory Collection I
General | Ireentony Collection | File Callection

e
lz Software Inventory Client Agent

A

v [Enable soffware inventory on clierks:

— Inventory and File collection schedule

I? ::I IDays j

i+ Simple schedule

Bun every:

i~ Cusktom scheduls
Zuskomize: . . |

Mo custom schedule defined.

| (] I Cancel Apply Help

3. Select Enable software inventory on clients.

4. Set the schedule.

Non-Windows Inventory Collection

When you enable software inventory for a site, use the Non-Windows Inventory
Collection tab to specify the file types to inventory and how to report the
inventory in the Resource Explorer.
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To create an Inventory Collection rule

1. Select the Non-Windows Inventory Collection tab:

Software Inventory Client Agent Properties

General | Irveentony Collection | File Collection | Irwentory Mames
Mo indows [nventon Collection I Man*indows File Collection

Specify the file bypes ko inventary and the level of detail ba report,

File types: =
Marne | Path | subdirectar... | Case Sensitive |
#* conf Ivarflog Ves Ves
4| | ]
— Reporting detail
¥ File details
¥ Braduct details

(] I Cancel Apply Help

This is where you define the rules that specify the file types you want

to inventory and the level of detail you want it to capture.

Note e See how Unix-like file paths are.

file type to inventory.

You can only add up to 64 rules to the Files types list. Once you meet this

Click the Create New Entry button (the “starburst” icon) to open
the Inventoried File Properties dialog where you can specify a new

limit, QMX - Configuration Manager 2007 disables the Create New Entry

button.
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3. Enter a file name in the Name box, or if you are on Mac OS X
systems, you can enter a directory name, such as iTunes.app.

Note e You can enter exact file names, or you can use wildcards
such as *.conf. You may not use any of the following special
characters: / : \ < > |

4. Click the Set button to indicate a particular folder or folder tree you
want QMX - Configuration Manager 2007 to search.

a) Select All client hard disks to scan all hard disks on the System
Center Configuration Manager 2007 clients for the files to collect.

b) Select Variable or path name to specify a single folder or folder
tree. For example the secure files are in the /var/log path.

c) Select Search subdirectories to indicate that you want to search
sub folders.

d) Click OK to close the Path Properties dialog.

5. Select Case sensitive file matching, if desired.

Note e Unless you select this option, System Center Configuration
Manager 2007 treats files with the same name but different
cases as the same file. For example, it sees no difference
between testcase.txt and TestCase.txt.

6. Click OK to return to the Software Inventory Client Agent Properties
dialog.

7. Select File details to display all scanned files in the Resource
Explorer under File Details.

8. Select Product details to list software product manufacturer
information in the Resource Explorer when it is available.

If you want Product Details for Mac OS X, you must not only select Product
details, you must also edit the configuration file. On the command line of each
client, go to: /etc/opt/quest/gmxcm and edit the gmxcm. conf file. Change
the line that says: “gmxcm. package_cache=disabled” to

“gmxcm. package_cache=enabled.” This variable is “disabled” by default
because it uses a lot of system resources.

9. Click OK.
Note e Next time the inventory cycles you can view the results with
the Resource Explorer under Software | File Details or

Product Details. (See also: To force policy update and file
collection.)
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Non-Windows File Collection

Like System Center Configuration Manager 2007, QMX - Configuration Manager
2007 can put whole files into the System Center site database for viewing. You
use software inventory to collect files from non-Windows clients and store them
at the primary site server to which the clients are assigned. After you create the
file collection rule and propagate it to the clients, the files are collected each time
software inventory runs. You must specify the files you want to collect. When
you do, you can use wildcard characters or specify multiple variations of a file,
such as status*.doc.

To create a File Collection rule

1. From the Configuration Manager Console, navigate to Site
Database | Site Management | <site code> - <site name> |
Site Settings | Client Agents.

2. Double-click Software Inventory Client Agent.
3. Select the Non-Windows File Collection tab:
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Software Inventory Client Agent Properties

x|
General Irventory Collection File Collection | |ventony Mames |
Monwindows Inventon Collection Mon-tindows File Collection

Files can be collected From clients and stored on the sike server, To

enable a file to be collected, add a new entry to the files to be collected

lisk.

Eiles ko be collecked: |:|E _Tl |

Marne | Path | Subdirectories | Size (KB) | Date

spcure, ¥ Iwarflog Vs 128 11027 z00;
| | ~

Mazxirmum traffic per client (ME): 0.13
OE. I Cancel | Apply | Help |

This is where you define the rules that specify which files you want to
collect from the clients. These files are copied into the SQL Database.
For example, you may want to examine a .bat, .log, or .conf file.

Note: You can limit the size of the files so that you don't fill up the

database.

To create a new inventory collection rule

1.

Click the Create New Entry button (the “starburst” icon) to open
the Collected File Properties dialog where you can add a new entry to

the Files to be collected list:

You can only add up to 64 rules to the Files to be collected list. Once you
meet this limit, QMX - Configuration Manager 2007 disables the Create New

Entry button.
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Collected File Properties : el 4

Specify the criteria for the Fileis) that vou would like to collect,

Mame:
The file name can include spaces, and the * and 7 wildcard charackers,

Isecure.*|
Path
Locakion: IF'.II client hard disks Set. .,
Search subdirectories: e

r Cnly collect files modified after the Following dake

|11;2?x2|:u3? vI

I Case sensitive File matching

Maximurm size (KB [125

J‘_-,I Collecting large ar numerous files can cause excessive network traffic,

(04 Cancel Help

Enter the name of a file or file type you want to collect from the

clients. For example, if you want to collect security file logs from the
clients, enter secure.

Note e You can enter exact file names, or you can use wildcards. For
example if you want to collect secure.1, secure.2, and
secure. 3, enter secure.*. You may not use any of the
following special characters: / : \ < >
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3.

Click the Set button to display the Path Properties dialog where you
can select a full file path to search:

Path Properties d |

—Path
= all dient: hard disks

* variable or path name

Location:
Specify a single path.
examples (fetcfinit.d, fmnkfcdrom)

I,l'\-'ar,l'ln:ngl

IV Search subdirectories

I é I Zancel Help

By default, all hard disks on the System Center Configuration
Manager 2007 clients are scanned for files to collect. If you want to
scan a particular folder or folder tree, click the Set button to change
the default.

Note e When System Center Configuration Manager 2007 sends a
large volume of collected files across the network, network
performance can suffer. To minimize this problem, you can
restrict the path so that you collect only copies of the files
from the desired folder tree, or schedule software inventory
when network traffic is lightest.

a) Select All client hard disks to scan all hard disks on the System
Center Configuration Manager 2007 clients for the files to collect.

b) Select Variable or path name to specify a single folder or folder
tree. For example the secure files are in the /var/log path.

c) Select Search subdirectories to indicate that you want to search
sub folders. If you enable this option, QMX - Configuration
Manager 2007 will not search Network file systems mounted on
subdirectories. You can also create a file named skpswi.dat and
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place it in a directory that you want excluded from the search.
(See Excluding Files From File Collection Scan.)

The QMX - Configuration Manager 2007 Agent uses CPU while scanning the
hard drive for files that match the rules' pattern. The more directories that
need to be scanned, the longer it will take. If you wish to reduce the amount
of CPU usage, you can make fewer rules or make rules more specific by not
specifying the search subdirectories option or specifying a deeper
subdirectory so the Agent will not have to scan as many directories.

d) Click OK to close the Path Properties dialog.

Select Only collect files modified after the following date and
enter a date in the field provided if you desire to limit the number of
files you collect. (This is a way to restrict the number of files
collected.)

Select Case sensitive file matching, if you desire.

Note e In File Collection, System Center Configuration Manager
2007 treats files with the same name but different cases as
different files.

Select an amount in the Maximum size (KB) box for the combined
size of the files matching the rule you want to collect. This is the
maximum size allowed for all files matching the rule, in kilobytes
(KB), that you want System Center Configuration Manager 2007 to
collect from a client during a software inventory cycle. If the
combined size of the files matching the rule exceeds the Maximum
size level, System Center Configuration Manager 2007 collects no
files.

Collected files from each client in a site hierarchy can generate quite
a bit of network traffic and require extensive storage space, especially
if you choose a larger value for the combined size of the files. Test the
traffic that would be generated on your network before you enable a
larger combined file size.

Click OK.

Note e Next time the inventory cycles you can view the results with
the Resource Explorer under Software | Collected Files.
(See Starting the Resource Explorer for instructions on how
to launch the Resource Explorer.)
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Excluding Files From File Collection Scan

Inventorying files can take considerable resources on a server and generate
considerable network traffic and workload. To avoid the overhead of running
software inventory on large file systems, you can create a file named
skpswi.dat and place it in the root folder of each file system that you want
excluded from software inventory. Software inventory does not scan these
drives unless the skpswi.dat file is removed.

You can also place a skpswi.dat file in a folder that is at the top of the path of
a software inventory collection rule to prevent Software Inventory and File
Collection from scanning that folder.

Scanning Non-Local Mounts

By default QMX - Configuration Manager 2007 does not collect files from
non-local mounts (including network file systems like: SMB, NFS and Andrew FS)
if a parent directory above the mount point or all client hard disks are specified
in the inventory rule. If you want QMX - Configuration Manager 2007 to search
a remote file system, you have to explicitly specify the path you want searched.
This prevents QMX - Configuration Manager 2007 from generating excessive
network traffic by searching only the network file systems you specify.

For example, to enable QMX - Configuration Manager 2007 to inventory or
collect files from a remote network file system, such as NFs, that is mounted at
/mnt/nfsmount, you can create a rule with a path starting at the /mnt/nfsmount
directory. Then QMX - Configuration Manager 2007 will search the non-local file
system and successfully collect the files in that directory.

Using the clienttool to Force Inventory
Collection

System Center Configuration Manager 2007 collects Hardware and software
Inventory data according to a schedule set in System Center Configuration
Manager 2007. Therefore, there may be a delay before the QMX - Configuration
Manager 2007 Agent runs the inventory. If you don’t want to wait for the
inventory collection to occur, you can force inventory from the command line of
the QMX - Configuration Manager 2007 Agent client using the clienttool
command. Itis a good idea to run a Policy update before forcing a Hardware
Inventory cycle, particularly if new classes have been added to the sms_def .mof
file.

To force policy update and file collection

1. Enter the following at the command line:
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# /opt/quest/qmxcm/bin/clienttool --run-policy-update
# /opt/quest/qmxcm/bin/clienttool --run-file-collection full

For more information about using the clienttool, see Using the
Client Tool.

Software Inventory Reports

All Software - Companies and Products reports contain Product Details for
all Add/Remove Programs data reported during Hardware Inventory. For
example the Count all inventoried products and versions report displays a list of
the inventoried software products and versions, as well as the number of
computers each is installed on.

To run a report

1.
2.
3.
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In the Configuration Manager Console, expand Reporting.
Click Reports.

Locate, then right-click the Count all inventoried products and
versions report name in the report list.

Choose Run.

Click the Values button and choose a Collection ID, such as All
Non-Windows Systems.

Click Display.
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Copy || Export || Print || Add to Favorites || E-mail !
Report Name:  Count all inventoried products and versions
Category: Software - Companies and Products
Comment: Displays a list of the inventoried software products and versions, and the number of computers each is installed on
Parameters:
7/8/2009 11:41:06 AM (Number of Records: 1036)
Product ID Product Name Product Version Count
1856 as 41 1
394 aaa_base 9 1
377 a@a_base 10 3
3/ a@a_base 003.3.27 1
2397 ad 223 1
1349 acpid 104 1
561 Activity Monitor 10.5 1
521 Address Book 411 1
1336 AirPort Utiity 5.3.2 1
1895 alacarte 0.10,0 1
2521 alsaib 10.12 1
2070 alsa-lb-devel 1.0.12 1
2526 alsa-utils 1.0.12 1
2243 amtu 104 1
2134 anacron 23 i
1763 antlr 2.7.6 1
2542 apmd 322 1
37 apparmor-profiles 2.0 3
527 AnnleSerint | Hilib 11 1 j
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Extending Hardware Inventory

You can extend system-specific hardware inventory to meet additional
requirements. QMX - Configuration Manager 2007 provides two ways to extend
hardware inventory:

e Using .MOF Files to Extend Hardware Inventory

e Using Scripts to Extend Hardware Inventory

Either way you must first define new hardware inventory class definitions in the
sms_def .mof file on the site server.

.@\ If you upgrade QMX - Configuration Manager 2007, you will overwrite any
! modification you may have made to the sms_def .mof file.

Defining New Hardware Inventory
Class Definitions

The classic example of non-hardware and software related data associated with
a system involves user data such as employee number, name, department, and
cube number. Such data are valuable when running reports, but are not readily
available to the QMX - Configuration Manager 2007 Agent. However, this data
can be supplied to the Agent using files containing Management Object Format
(MOF) formatted text. (See also Extending Software Inventory with Scripts.)

For the purposes of this demonstration, we will add new class and properties
reporting settings to the sms_def .mof file on the site server.

<’1"\_ Do not make these changes to sms_def .mof while the Configuration Manager
“*/  Console is running.

To define new hardware inventory classes
1. On the Site server, navigate to C:\Program Files\Microsoft
Configuration Manager\inboxes\clifiles.src\hinv.
2. Open sms_def.mof for editing.

3. Append the file with the following new class and property reporting
settings:

[SMS_Report (TRUE),
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SMS Group Name ("UserInfo"),

SMS Class ID ("MICROSOFT|UserInfo|l.0") ]

class SMS_UserInfo : SMS Class_Template

{

}i

Save and close the sms_def .mof file.

[SMS Report (TRUE), keyl
string User;

[SMS Report (TRUE), keyl
uintlé UID;

[SMS Report (TRUE), keyl
uintlé GID;

[SMS Report (TRUE) ]
string Gecos;

[SMS Report (TRUE) ]

string Home;

It is not necessary to compile the .mof file (as with the Windows client). The
QMX - Configuration Manager 2007 Agent Hardware Inventory Provider can use
the text file.

Using .MOF Files to Extend
Hardware Inventory

QMX - Configuration Manager 2007 supports the .mof files for additional, custom
hardware classes, and script-based extensions for the Add/Remove Programs
hardware inventory class. Please refer to
http://technet.microsoft.com/en-us/library/bb632437.aspx for more
information about Inventory in Configuration Manager.
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There are two ways to create custom hardware inventory: (1) You can create
.mof files on each client from which you want to gather information; or (2) you
can create .mof files on the Site server and distribute them to a collection of
clients using the QMX - Configuration Manager 2007 Software Distribution
Wizard.

e Create a .mof File on the Agent

e Create .mof Files on the Server

Create a .mof File on the Agent

Create a .mof file containing the class data that is specific to that machine on
the QMX Agent in the /var/opt/quest/gmxcm/noidmofs directory (you may
need to create the directory).

To create a .mof file on the Agent

1. If you do not already have a noidmofs directory on the Agent client,
enter the following to create this directory:

# mkdir /var/opt/quest/gmxcm/noidmofs

2. Change to that directory by entering:
# cd /var/opt/quest/gmxcm/noidmofs

3. Create a new file called UserInfo.mof by entering:
# vi UserInfo.mof

This opens the new file in vi, a standard Unix editor.

4. Type the “i” key to get into INSERT mode and enter the following into
the file (note the quotation marks surrounding the string data):

instance of SMS UserInfo

{

User = "gwashington";

UID = 100;

GID = 001;

Gecos = "George Washington, President';
Home = "/home/gwashing";

instance of SMS UserInfo
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User = "hhamlin";

UID = 101;

GID = 002;

Gecos = "Hannibal Hamlin, Vice President";
Home = "/home/hhamlin";

i

Save UserInfo.mof with these changes.

a) Click the Esc (Escape) key to get out of INSERT mode.
b) Type :wq (write, quit).

c) Click the Enter key.

This data will be fully available from Configuration Manager Console
for the host system after the next policy and hardware inventory
cycles complete.

To expedite these cycles, you can use the clienttool to force these
cycles to run.

From the client command line, enter the following:
# /opt/quest/gmxcm/bin/clienttool --run-policy-update
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# /opt/quest/gmxcm/bin/clienttool --run-hardware-inventory

Hardware Inventory successful in 22 seconds.

b85S hardware devices reported.

Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:

CCM_LogicalMemoryConf iguration 1 time.
CCM_System 1 time.

SMS_LogicalDisk 9 times.
SHS_Processor 1 time.

SHS_UserInfo 2 times.
l-.linSZHE:g_HcldHEkﬂwPrugram 617 times.
Win3Z_BIOS 1 time.

Win32_CDROMDrive 1 time.
WindZ_ComputerSystem 1 time.
WindZ_DesktopMonitor 1 time.

Win32 DiskDrive 1 time.

Win32 DiskPartition 2 times.
Win32_IDEController 2 times.
Win3Z2_MotherboardDevice 1 time.
WindZ_NetworkAdapter 2 times.
WindZ_NetworkAdapterConf iguration 2 times.
WindZ_OperatingSystem 1 time.
Win32_ParallelPort 1 time.
Win3Z2_Service 36 times.
WindZ_SystemEnclosure 1 time.
Win32_VideoController 1 time.

[root@linux noidmofs i

7. Validate the SMS_Userlnfo reported 2 instances of hardware data:

Reported class: SMS UserInfo 2 times.

Note e The 2 instances are from UserInfo.mof file on the Agent.

Create .mof Files on the Server

To demonstrate how you can distribute .mof files from the Site server to a
collection of clients using the QMX Software Distribution Wizard, we need to
create some more .mof files.

To create a MOF Files directory

1. Create a directory on the desktop called "MOF Files".
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3.

Using the new class and property reporting settings you defined in
the sms_def.mof file in Defining New Hardware Inventory Class
Definitions, create another new .mof file named MoreUserInfo.mof
that contains the following and save it in the new MOF Files
directory:

instance of SMS UserInfo

{

User = "jadams";

UID = 102;

GID = 003;

Gecos = "John Adams, President";
Home = "/home/jadams";

instance of SMS UserInfo

{

User = "tjefferson";

UID = 103;

GID = 004;

Gecos = "Thomas Jefferson, Vice President";
Home = "/home/tjeffers";

bi

Save that file and then clone it.

To clone the .mof file

1.

2.

Copy the MoreUserInfo.mof file and save it as
EvenMoreUserInfo.mof.

Modify the data as follows:

instance of SMS UserInfo

{

User = "tjefferson";
UID = 104;
GID = 005;
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Gecos = "Thomas Jefferson, President";

Home = "/home/tjeffers";

}i

instance of SMS_UserInfo

{

User = "aburr";

UID = 105;

GID = 006;

Gecos = "Aaron Bur, Vice President";
Home = "/home/abur";

}i

Save and close the file.

Installing .mof files

The best way to install .mof files is create a script and distribute it to the QMX -
Configuration Manager 2007 Agent using the Software Distribution Wizard’s
Script or Custom Command software distribution Package Type.

To create a script to install MOF files

1.

On the Site Server, create a shell script file in the MOF Files
directory called DistributeMofs.sh containing the following:

#!/bin/sh
umask 022
mkdir -p /var/opt/quest/gmxcm/noidmofs

cp ./*.mof /var/opt/quest/qmxcm/noidmofs

To distribute the .mof files
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1.

2.

In the Configuration Manager Console, navigate to and right-click All

Linux Systems collections.

Choose Distribute Non-Windows | Software to start the QMX -

Configuration Manager 2007 Software Distribution Wizard.

a) At the Source Directory page, Browse to select the MOF Files
directory on the desktop.
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b) At the Package Identification page, enter MOF Files in the Name
box.

c) At the Distribution Points page, click Next.
d) Atthe Program Properties page, enter MOF Files in the Name box.

e) At the Package Type page, select the Script or Custom
Command package type.

f) At the Script or Custom Command page, Browse to select the
DistributeMofs.sh script file.

g) At the Advertisement Name page, click Next to continue.

h) At the Advertise to Subcollections page, click Next to continue.

i) At the Assign Program page, select Ignore maintenance
windows when running program and click Next to continue.

Note e You have to select this if you don’t have a Maintenance
Window defined.

j) At the Summary page, click Next to continue.

k) At the Wizard Completed page, click Close.

All of the .mof files contained in the package directory will be added
to the custom inventory directory and collected with the next
hardware inventory.

To expedite these cycles, you can use the clienttool.

From the Linux console and enter the following command to update
policy:
# /opt/quest/gmxcm/bin/clienttool --run-policy-update

Note e The policy update is needed to get the new sms_def .mof
settings.

Forcing Software Distribution

You can either wait for the normal software distribution cycle or force the
distribution manually.

To manually force the software distribution

Enter the following command to see the program:
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/opt/quest/gmxcm/bin/clienttool --list-available-software

[root@linux noidmofsl# sopt/quest/gm<cmbinsclienttool --run-policy-update
Request submitted to Management Point: (MXDEMO-SCCM.example.com:88 for Site Code
: LAB

olicy Update successful in 4 seconds.

Downloaded 2 new, B updated, B deleted, and 132 unchanged policies.

Scheduling and Other policies had 1 new, B updated, B deleted, and 53 unchanged.
ardware Inventory policies had @ new, B updated, B deleted, and 58 unchanged.
File Collection policies had @ new, @ updated, B deleted, and 3 unchanged.

Sof tware Inventory policies had 8 new, @ updated, B deleted, and 3 unchanged.
Sof tware Distribution policies had 1 new, B updated, B deleted, and @ unchanged.
iscovery Related policies had @ new, B updated, B deleted, and 16 unchanged.

Sof tware Metering policies had @ new, B updated, B deleted, and 7 unchanged.
[root@linux noidmof=l# sopt/quest/gm<cmbinsclienttool --list-available-sof tware
vailable Software:

fdvertisement 1D Package ID Program ID

LAB2A606e LABABABI  Mof Files

Note e The --list-available-software option shows you the
strings you need for the next command.

2. Enter the following command to force the software distribution:

/opt/quest/gqmxcm/bin/clienttool
--run-software-distribution LAB20000 LAB00003 "MOF Files"

Note e You must put "MOF Files” in quotes because of the space in
the Program ID name.
To run the Hardware Inventory cycle

1. Force hardware inventory so your new program will appear in System
Center Configuration Manager 2007 without waiting for the next
inventory cycle:

/opt/quest/gmxcm/bin/clienttool --run-hardware-inventory
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Hardware Inventory successful in 21 seconds.

b89 hardware devices reported.

Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:
Reported class:

CCM_LogicalMemoryConf iguration 1 time.
CCM_System 1 time.

SMS_LogicalDisk 9 times.
SHS_Processor 1 time.

SHS _UserInfo 6 times.
l-.lin32Reg_ﬁdthkmerugrams 617 times.
Win32_BIOS 1 time.

Win32_CDROMDrive 1 time.
Wind2_ComputerSystem 1 time.
Wind2_DesktopMonitor 1 time.
Win32_DiskDrive 1 time.
Win32_DiskPartition Z times.
Win32_IDEController Z times.
Win32_MotherboardDevice 1 time.
Wind2_Networkhdapter 2 times.
Wind2_NetworkAdapterConf iguration 2 times.
Wind2_OperatingSystem 1 time.
Win32_ParallelPort 1 time.
Win32_Service 36 times.
Wind2_SystemEnclosure 1 time.
Win32_VideoController 1 time.

[root@linux noidmofs i

2. Validate the SMS_UserInfo reported 6 instances of hardware data:

Reported class: SMS UserInfo 6 times.

Note e The 6 instances are from the three .mof files in the

noidmofs directory each of which contained information
about two users.

Verifying MOF-based Extended Hardware
Inventory

The additional hardware data shows up in the QMX - Configuration Manager
2007 Agent's Resource Explorer in the same fashion as traditional hardware data
after the next policy / hardware cycle completes.
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To start the Resource Explorer

1. Navigate to the All Linux Systems collection.
2. In the results pane, right-click the linux client.
3. Choose Start | Resource Explorer.
4

Select the Hardware node and see that you now have a new folder
for “UserInfo” that contains the data from all of the .mof files.

'i'ﬁ ResourceExplorer - [linux'Resource ExplorerHardware',UserInfo] -8 X

File  Action  Wiew  Help

&= | BAHE 2=

i linux
QEJ_EJ Resource Explarer :f;'rc:k j in IP.II Culumrj Fird oy | Clear |
=-[ly Hardware
B[ AddfRemove Programs
{8 COROM Drive
-8 Computer System
{8 Desktop Monitor

GEC0S | Gl | Home | LD | Lser
saenrge Washington, President 1,00 thomefgwashing 100,00 gwashington
Hannibal Hamlin, Yice President 2,00 (homefhhamliin 101,00 hhamlin

Thomas Jefferson, President 5.00 jhomeftieffers 104,00 tjefferson
=2 Disk Drives Aaron Bur, Vice President 6.00  fhomefabur 105.00  aburr
=1 Disk Partitions John Adarns, President 300 Jhomefjadams 102,00 jadams
- IDE Contraller Thomas Jefferson, Vice President 4,00 [homeftieffers 103,00 tjefferson

[

[

[

[

[

[

[#-=3 Logical Disk
[+ Memary
- Motherboard
[+ Metwork Adapter

[+--[Z8 Mebwork Adapter Configur
E-EF Cperating System
Bl Parallel Port

[ PCBIOS

[]—--ﬂ Processar

[ Services

I:I---.-glI System

[+-45" System Enclosure

----- 1 .él UserInfo

[+ Wideo Contraller

[-12 Workstation Status
G-Efly Hardware Histary

-, Software

4| I ml
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Using Scripts to Extend Hardware
Inventory

QMX - Configuration Manager 2007 2.2 also allows you to use scripts to collect
hardware inventory information. QMX executes all scripts that reside in the
noidmof directory with a script extension (.sh, .py, .pl) and marked as
executable. The output (if the script is successful) is exactly the same as if you
extended the hardware inventory with Management Object Format (MOF) files
as explained in Using .MOF Files to Extend Hardware Inventory.

The following example will not work without extending the sms_def .mof file
i3 as explained Defining New Hardware Inventory Class Definitions.

The following procedure demonstrates how to create a script called UserInfo.sh
in the /var/opt/quest/gmxcm/noidmofs/ directory that will generate dynamic
SMS_UserInfo instances based on the contents of /etc/passwd.

To create a script that generates dynamic SMS_UserInfo instances
1. From the client command line, enter the following:
# cd /var/opt/quest/gmxcm/noidmofs

2. Create a new file called UserInfo.sh by entering:

#vi UserInfo.sh

Rather than using vi, you can write the script using Notepad on your Win-
dows desktop and then distribute it to the Linux client using the QMX Soft-
o ware Distribution Wizard, as described in Installing .mof files.

3. Type “i” to get into INSERT mode and enter the following into the
file:

#!/bin/sh

while read line; do

user name="echo "${line}" | cut -f1 -d':'"
user uid="echo "${line}" | cut -£3 -d':'"
user _gid="echo "${line}" | cut -f4 -d':'"
user_gecos="echo "${line}" | cut -f5 -d':'"
user Home="echo "${line}" | cut -f6 -d':'"
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# Skip privileged users.

if [ ${user uid} -1t 100 ]; then
continue

fi

if [ x${real name:+set} != xset ]; then
real name="unnamed user ${user name}"
fi

echo "instance of SMS_ UserInfo"

echo "{"

echo " User = \"${user name}\";"

echo " UID = ${user uid};"

echo " GID = ${user gid};"

echo " Gecos = \"${user gecos}\";"
echo " Home = \"${user Home}\";"

echo "};"

done < /etc/passwd

Save UserInfo.sh with these changes.
a) Click the Esc (Escape) key to get out of INSERT mode.

b) Type :wq (write, quit).
c) Click the Enter key.

Give the UserInfo.sh file “execute” permissions, by entering:

# chmod +x UserInfo.sh

Run this script from the command line:
# ./UserInfo.sh

It shows you a list of SMS_UserlInfo instances based on the contents
of /etc/passwd/
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By default, Hardware Inventory stops a custom hardware inventory

NOIDMOF script from running after 60 seconds. If your script takes longer
i3 than that, you can use the clienttool

--set-custom-inventory-timeout <args> option to extend the runtime.

7. Force hardware inventory so you don’t have to wait for the next
inventory cycle by entering:

# /opt/quest/gmxcm/bin/clienttool --run-hardware-inventory

8. Validate the SMS_UserInfo reported additional instances of hardware
data (depending on how many users are in the passwd file):
Reported class: SMS UserInfo 11 times.

Note e Six from the three .mof files and the others from the passwd
file.

9. In the Configuration Manager console, navigate to System Center
Configuration Manager | Site Database | Computer
Management | Collections | All Linux Systems.

10. In the results pane, right-click the linux client.
11. Choose Start | Resource Explorer.

12. Select the Hardware node and see that you now have additional
users in the Userinfo folder.

It lists all the users from the three .mof files and the users from the
passwd file.

Associating Virtual Machines with
Physical Hosts

The QMX - Configuration Manager 2007 Agent collects data either from the
virtual host or physical host depending upon where the QMX - Configuration
Manager 2007 Agent is installed. If it is installed on the physical host it collects
data from the physical machine and if it is installed on the virtual host it collects
data from the virtual machine.

However, you might want a report that shows what virtual machines run on each
physical host. In this case you need some information in the System Center site
database that connects (joins or associates) each virtual machine with the
physical host on which it is running.
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To collect physical host data from within the virtual host environment (or the
other way around), you need to use a .mof file to create this additional data. For
example, by using a .mof file you can add the physical host ID to the virtual
machine inventory record.

The QMX - Configuration Manager 2007 Agent on the virtual host collects data
from within the .mof file on the virtual machine and writes it to the System
Center site database. In this way, you tie the physical host inventory and virtual
host inventory data together using System Center Configuration Manager 2007
queries.

These changes only associate Hardware Inventory collected from virtual
machines with Hardware Inventory collected from the physical machine; it does
not enable the QMX - Configuration Manager 2007 Agent installed on a virtual
machine to collect any information directly from the physical host. This
association is created in the System Center site database and viewable in
reports. When the Hardware association is created, it is displayed as a new
Virtual Machine node in the Resource Explorer.

You can also use the Custom Inventory Collection concepts to associate physical
host inventory data, such as Serial Number, to a virtual machine. In order to do
this you must put the physical host data in a .mof file on the virtual machine.

The steps below explain how to associate a virtual machine to a physical machine
with Hardware Inventory.

To create a Virtual Machine folder in the Resource Explorer of the physical host,
you must turn on reporting for the Win32Reg_SMSGuestVirtualMachine, as
follows:

To create a Virtual Machine node in the Resource Explorer

1. Inthe sms_def.mof file find the

#pragma namespace ("\\\\.\\root\\cimv2\\sms")
[ SMS_Report (FALSE) ,
SMS_Group Name ("Virtual Machine"),
SMS Class ID  ("MICROSOFT|VIRTUAL MACHINE|1.0") ]

class Win32Reg SMSGuestVirtualMachine :
SMS Class_Template ...

2. Replace:

[ SMS_Report (FALSE) ,
with:
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[ SMS Report (TRUE) ,

On the virtual machine, create a /var/opt/quest/qmxcm/noidmofs
directory, if it does not already exist, and set its user and group
ownership to owprovdr : owprovdr.

In the noidmofs directory, create a file with a .mof extension, such
as, guest-virtual-machine.mof, and set its user and group
ownership to: owprovdr : owprovdr.

Put the following in the file you create: (your property names may
have different values):

instance of Win32Reg SMSGuestVirtualMachine {
InstanceKey = "slesl0.vml-css";
PhysicalHostName = "css";
PhysicalHostNameFullyQualified = "css.qmx.a"; };

Note e You can specify anything you want in the .mof file and this
information will be reported in the Resource Explorer.

Next time Hardware Inventory is gathered from your non-Windows host, the
Virtual Machine node will appear in Resource Explorer.

To find all guest machines for a physical host named “css”

1.

Create and execute this query:

select SMS G _System VIRTUAL MACHINE.InstanceKey from

SMS R _System inner join SMS G System VIRTUAL MACHINE on

SMS G _System VIRTUAL MACHINE.ResourcelD =
SMS_R_System.Resourceld and

SMS G System VIRTUAL MACHINE.PhysicalHostNameFullyQualified =
"css.gqmx.a"

This example demonstrates how to create a query that returns a list of virtual
machines associated with a physical host named css.gmx.a. The association is
done by setting a unique value in the .mof file for all virtual machines hosted
on css.gmx.a. We use the PhysicalHostNameFullyQualified field in the
example query to get a list of all virtual machines.
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Extending Software Inventory with
Scripts

If you install a software program that is not registered with the system’s
packaging facility you can write a script to search for it and report it to System
Center Configuration Manager 2007. Most non-packaged software programs are
shipped as tarballs instead of the native package format.

Script-based software inventory uses a user-supplied shell script to add software
inventory data into the System Center site database. The data provided by the
script displays in the Configuration Manager Console Resource Explorer under
the Add/Remove Programs class.

By default, scripted software Inventory stops running after 60 seconds. If
your script takes longer than that, you can use the clienttool

k3 --set-custom-inventory-timeout <args> option to extend the maximum
runtime.

To integrate the script output into the QMX - Configuration Manager
2007 Agent Software Inventory Provider
1. Create a shell script using your preferred editor.
#!/bin/sh

echo "DisplayName|InstallDate|ProductID|Publisher|Version"

Note e Enter appropriate information for each of the variables in the
line, for example:

#!/bin/sh
echo "MyNewApp|01/01/06|Widget Application|ACME Vendor|1.0"
Note e The Product ID must be unique.
2. Create the sinv_scripts directory, if it does not exist:
mkdir -p /var/opt/quest/gmxcm/sinv_scripts
Note e You must have root access to create a directory.

3. Set the permissions so that it can be read:

chmod a+rx /var/opt/quest/qmxcm/sinv_scripts
4. Place the shell script (or scripts) in the following directory:

/var/opt/quest/gmxcm/sinv_scripts
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As part of the inventory process, the QMX - Configuration Manager
2007 Agent will run any scripts in this directory and parse the output
into instances of the AddRemovePrograms class which it will include
in its report to System Center Configuration Manager 2007.

Give the user “read” and “execute” rights for this script, if necessary:

chmod a+rx AddProgram.sh

Test the shell script to ensure that it runs and produces the correct
output:

./AddProgram. sh
where AddpProgram. sh is the name of the shell script.

Force hardware inventory so your hew program will appear in
System Center Configuration Manager 2007 without waiting for the
next inventory cycle:

/opt/quest/qmxcm/bin/clienttool --run-hardware-inventory

Note e For more information about the clienttool, see Using the
Client Tool.

Now when you open the Resource Explorer from the Configuration
Manager Console, MyNewApp will be listed in Add/Remove Programs:

Note e To Start the Resource Explorer, see Starting the Resource
Explorer.

Distributing Scripts or Custom Commands

The best way to install script-based inventory is to distribute it to the QMX -
Configuration Manager 2007 Agent using the Software Distribution Wizard’s
Script or Custom Command Package Type.

To write a script on the Windows system

1.

Create a shell script similar to the following:
#!/bin/sh

umask 022

mkdir -p /var/opt/quest/gmxcm/sinv_scripts

ls -1 *.sh | grep -v NAME OF THIS SCRIPT | while read
filename; do

# This strips Windows line endings and installs the script.

sed 's/\r//g' < ${filename}
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# This strips Windows line endings and installs the script.
>/var/opt/quest/qmxcm/sinv_scripts/${filename}

# This makes the script executable

chmod a+rx /var/opt/quest/gmxcm/sinv scripts/${filename}

done

Note e This script assumes that you are running on Linux.

For other platforms, you can use sed 's/.$//' <

${filename} to remove the \r part of the Windows newline
if it is the last character, not including the \n. Make sure the
script has a newline after every line for this to work correctly.

Or, you can use sed 's/™M//' < ${filename} to remove

the \r from the script, however “M must be one character.

This is usually accomplished by typing <ctrl-v> <ctrl-m>.
This does not work in all cases such as in Emacs.

2. Add the script to the script directory.

3. Distribute the script directory to a collection using the Software
Distribution Wizard’s Script or Custom Command Package Type.

Script Output Defaults

The QMX - Configuration Manager 2007 Agent Inventory Provider expects a
specific field order with pipe ('|') delimited output, as follows:

DisplayName|InstallDate|ProdID|Publisher|Version

If a field's data is not available, a delimiter value is still required in the output.
For example, if the DisplayName, ProdID, Publisher, and Version are known, but
the InstallDate is not, the output should look like this:

Vim - Vi iMproved||Vim-sparc|Bram Moolenar|6.3.

‘Q The delimiter count remains at 4.

The ProdID field is the key attribute in the AddRemoveSoftware CIM Class. It is
required. A record reflecting the software package will not appear without it.
Ensure that the ProdID value is unique for each system, perhaps by combining
uname output with program name data.
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You can configure the QMX - Configuration Manager 2007 Agent to accept
different delimiter(s), or a different field order and count by editing the
gmxcm. conf file found in  /etc/opt/quest/qmxcm/gmxcm. conf .

To change the default “pipe” delimiter to a comma, for example, add
or edit the following line in the gmxcm. conf file:

gmxcm.software script delim=,

To change the field order the QMX - Configuration Manager 2007
Agent expects to receive from the script, add or edit the following line
in the gmxcm. conf file:

gmxcm.software_script_fields=ProdID, InstallDate, Publisher
,DisplayName, Version

To leave a field out of the list, simply omit it, as shown in the following
example (the ProdID field cannot be omitted):

DisplayName, ProdID, Publisher, Version
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About Collections

System Center Configuration Manager 2007 allows you to manage resources by
organizing them into collections that reflect the structure of your organization.
For example, if you gather your resources into logical, manageable groups such
as user groups, clients, and routers, you use these collections to help you
manage the non-Windows resources on your System Center Configuration
Manager 2007 site. For example, System Center Configuration Manager 2007
uses collections as targets during software distribution to clients.

Some of the most common systems management tasks include:

e Change and Configuration Management
e Software and Patch Delivery

e Software License Compliance

QMX - Configuration Manager 2007 provides a number of pre-defined collections
representing the non-Windows resources that QMX - Configuration Manager
2007 supports. You can also create additional collections to gather information
and generate reports on your non-Windows resources. Using native System
Center Configuration Manager 2007 functionality you can create custom
collections to help you manage your assets. For example you can create a
collection based on hardware or software components or attributes by using a
query. This enables you to determine:

e if you must deploy software updates or patches

e if you need more or fewer licenses based on real installations and
usage

e if you have outdated Hardware or software

e if your components are too small and in need of more memory or hard
disk space

e if your systems are in compliance with Sarbanes-Oxley or HIPPA
Regulations.

Maintenance Windows

Maintenance Windows is a new System Center Configuration Manager 2007
feature which allows you to define a window in which to perform software
distributions and software updates. The window uses an estimated time (defined
in the software distribution wizard) to complete the entire installation of the
software distribution or update.
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QMX - Configuration Manager 2007 has designed the Agent to support
Maintenance Windows. You define maintenance windows by collection with an
effective start date, start and end times, and a set recurrence pattern.

o

To take advantage of this new feature, you must edit packages and
advertisements that existed before upgrading to version 2.1. (See “Upgrade
Packages and Advertisements After an Upgrade” in Chapter 9 of the
Installation guide for more information.

To define a maintenance window

1. In the Configuration Manager console, navigate to System Center
Configuration Manager | Site Database | Computer
Management | Collections.

2. Right-click the collection for which you want to set a maintenance
window, and then click Modify Collection Settings.

3. On the Maintenance Windows tab, click the New icon.

<new> Schedule |
Marme: IMW-AII Linux Swskems
— Time

Effective date: I a/za/2003 ;I
Start: | 1:00:00 AM = End: | 4:00:00 AM =
Duration: |3 Houris) 0 Minuteds)

[ utc

— Recurrence patkern

" MNone Recur every |1 5: weeks ont
o eekly = sunday % Thursday
" Manthly " Monday " Friday
i Daily " Tuesday ™ saturday
i Wednesday

[T This schedule applies only to operating system deployment bask

SEJUENCES

O & I Cancel Help
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4. In the Name box, type a name for this maintenance window.

5. Inthe Time area, select an effective date for the window, as well as a
start and end time for the window. The duration of the maintenance
window is shown below the selected start and end times.

Note e Do not set the duration of the maintenance window for longer
than 24 hours. If a longer maintenance window is required,
use multiple windows.

Note e Do not select the UTC check box; QMX - Configuration
Manager 2007 does not support UTC.

6. Select a Recurrence pattern for the maintenance window, if desired.

Note e Do not select the This schedule applies only to Operating
System tasks option as QMX - Configuration Manager 2007
does not support this option.

7. Click OK.

You specify a software distribution to run within a maintenance window using the
QMX Software Distribution Wizard. You specify the Maximum run time (in
minutes) that you expect the program to run on the client computer on the
Program Properties page of the Software Distribution Wizard (see Program
Identification). If you have not defined any Maintenance Windows, you must
specify that you want to Ignore maintenance windows when running the
program (See Assign Program.)
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About Queries

Similar to Collections, QMX - Configuration Manager 2007 also extends
non-Windows support to Queries within Configuration Manager Console. QMX -
Configuration Manager 2007 provides a number of pre-defined queries
representing the non-Windows resources that QMX - Configuration Manager
2007 supports. If you have query needs that are beyond what QMX -
Configuration Manager 2007 provides out-of-the-box, simply use the existing
System Center Configuration Manager 2007 query language to define additional
queries as necessary.

You can create and run queries to locate objects in an System Center
Configuration Manager 2007 site that match your query criteria. For example, to
find out the amount of hard disk space that is available on all Unix computers in
an System Center Configuration Manager 2007 site, you can create a query to
search the System Resource object type and search for available hard disk
space. When a query is run, System Center Configuration Manager 2007
searches the site database for objects that match the query criteria.

After you create a query, you can use it to define a collection. Those resources
that meet the query criteria that you specify are included in the collection.
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About Software and Patch
Distribution

QMX - Configuration Manager 2007 offers the ability to provide “full-coverage”
software distribution, as well as patch distribution, to non-Windows systems that
may otherwise go without critical updates. Administrators can also create single
system collections “on the fly” and distribute software to sub-collections.

Important Software Distribution
Considerations

QMX - Configuration Manager 2007 software distribution to a managed
non-Windows resource works just like the Windows Software Distribution with
the following exceptions:

e Wizard Intelligence and Functionality

QMX - Configuration Manager 2007 2.2 adds intelligence to the
wizard.

e The Wizard checks for errors before you click Next. If it detects
an error on the page, it displays an error icon and disables the
Next button.

e The Wizard allows you to install multiple packages in a program.

e The installation fails if you attempt to install any version of a
package that is already installed.

e When you click Previous to go to the preceding page of the
wizard, the contents of the page will not change unless your
selection on the previous page dictates that you must re-enter
new data.

e Use of Quotes

If you select a file name containing spaces, you must put it in quotes.
For example if you are distributing a command with the Software
Distribution Wizard, it should look something like this:

"./script name.sh" argl arg2 arg3.

You must also put quotes around script arguments which contain
spaces if you want them interpreted as a single argument. For
example: /bin/sh foo script.sh "arg one".

e Set Permissions
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If you write a script to install files which are downloaded by the QMX
- Configuration Manager 2007 Agent as part of software distribution,
you should explicitly set the permissions on any file and not rely on
the permissions that the QMX - Configuration Manager 2007 Agent

sets on the files.

e Enable BITS

Please see the QMX - Configuration Manager 2007 Installation Guide
Planning and Deployment Guidelines for more information about
BITS.

e New security schema of 1IIS version 6.0

Software Distribution may fail if the distribution point is installed on
Windows Server 2003 R2 due to the new security schema of IIS
version 6.0. Please refer to the Post Installation Checklist chapter in
the QMX - Configuration Manager 2007 Installation Guide for
instructions on how to verify the Distribution Point configuration.

Distributing Software Using the
Wizard

QMX - Configuration Manager 2007 adds a software distribution wizard to the
Configuration Manager Console. It provides software distribution parameters
that support the necessary software delivery mechanisms provided natively on
Solaris, HP-UX, AIX, Linux, and Mac OS X platforms as well as custom
distribution capabilities.

Use the QMX - Configuration Manager 2007 Software Distribution Wizard to
configure the necessary settings for software distribution. It works just like the
System Center Configuration Manager 2007 Distribute Software Wizard and is
launched from the same places.

The Wizard steps you through the process of creating software distribution
packages, programs, and advertisements. Each step mirrors the System Center
Configuration Manager 2007 Distribute Software Wizard. Only when configuring
non-Windows-specific distribution parameters, does the process differ.

The Wizard enables you to specify the following software distribution
parameters:

1. Source Directory
2. Package Identification
3. Distribution Points
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oo N Uk

Program Identification

Package Type

Advertisement Target Collection
Advertisement Name

Advertise to Subcollections
Assign Program

Accessing the Software Distribution

Wizard

The QMX - Configuration Manager 2007 Software Distribution Wizard has various
flows. You can start the Wizard from the Site Database node, Collections node,
a specific collection, a specific managed client, Packages node, Advertisements
node, as well as from an object in the Queries results pane. The Wizard may take
a different path through the various pages, depending upon where you launch
it. For example:

By starting the wizard from a specific managed client, the
Advertisement Target System page gives you the option to create
a new collection containing the selected system. (See
Advertisement Target Collection.) This makes it possible for you
to advertise this program to a specific client system.

You can choose Create Non-Windows Package and Program
to start the QMX - Configuration Manager 2007 Software
Distribution Wizard from Software Distribution | Packages or
from Site Database. By starting the Wizard this way, it will
create a Package and a Program, select a Distribution Point, but
skip the Advertisement pages. Thus, if you have a role in your
company for someone who is only responsible for setting up the
Advertisement, he or she can do that separately by using the
regular System Center Configuration Manager 2007 functionality
for Creating a New Advertisement.

Note e Like other QMX - Configuration Manager 2007 menu options,
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options are not available for Windows systems and
collections.

If you choose to create packages, programs, and advertisements without
using the QMX - Configuration Manager 2007 Software Distribution Wizard
i3 (that is, by using regular System Center Configuration Manager 2007
functionality) there is an important caveat to remember: On the General tab
of the System Center Configuration Manager 2007 New Program Wizard, you
must prefix the command you enter in the Command line box with “gmx:".

To start the QMX - Configuration Manager 2007 Software Distribution
Wizard

1. In the Configuration Manager Console, navigate to and right-click

Collections.
£ Configuration Manager Console -8 x|
Fle Action iew ‘Window Help | -8 x|
= a@ 2
System Center Configuration Manager Al Collections
= Lg Site Database (LAE - QM¥DEMO-3CCM, QuestS0 Il 09— 0 0 00 0 00 00000 000 0 0 0 00—
L'? Site Management Look far: j in IA\I Columns j Find Moy | Clear |
(=1L Computer Management
By
ﬁ.-f a tewColection i [ collection variabi  Maintenance ‘wind
. ame OlIECCion variables AINCENANCE Window:
Bl ? Al BBl § All Active Directory Security Groups Mo Mo
B ? 4 Update Collection Membership ; Al AT POWER Syt N H
WGl Al mport Objects ; petems ° .
et § #l Desktops and Servers Mo Ho
o Al Dstrbue ' G Bl Hp-U, Systems Na Ho
o] 5 Al Transfer Site Settings X b
& Al Linus Systems Mo Ho
B ? Al Advertise Task Sequence
) - ) & Ml Mac 05 ¥ Systems Mo Ho
[ ? Al Assign Configuration Baseline X
B ? al ; Al Mon-windows Systems Nao Ho
Install Mon-Windows Collections § Al Solaris Systems Mo Ha
B Al
[ ? D it Mo Mo
- Mo Mo
e A Give Feedback —
- Al No Ho
weg Al Yew ¥ || 5 8l iare 5% Systems No Mo
3 5 Al Mew window from Here § All windows 2000 Professional Systems Mo Ho
g Al . & Al Windows 2000 Server Systems Mo Ho
-8 Al Refres &l Windows Mol Devices Mo Ho
) ? Al Properties § Al windows Mobile Pocket PC 2003 Devices Mo Mo
Bl ? Al § Al'windows Mabile Pocket PC 5.0 Devices Mo Mo
o Al el &l Windows Mobile Smartghane 2003 Devices Mo Ho
g Al Winddams Server Systems & Al Windows Mobile Smartphone 5.0 Devices Mo ha
[ ? All Windows Workstation or Professior 2 Al Wiindows Server 2003 Systems o Ho
E-.C? :H tW\nc;ows );P Systems § Al Windows Server Systems Mo Mo
g mering Aehres 5 Al windows Workstation or Professional Systems Mo Ho
[ ﬁﬁ Software Distribution ; Al Windows 5P Soct N "
[ QET Software Updates ndaws A7 Jysiems " ”
[y Operating System Deployment
[+ Software Metering
(-4 Reporting
# Desired Configuration Management
[#4 , Queries
[+ Mobile Device Managsment x | |
q | » dJ 2

2. Choose Distribute Non-Windows | Software to start the QMX -
Configuration Manager 2007 Software Distribution Wizard.
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Note e Choose Command if you want to run a Unix command on
any supported platform. In this case, the Wizard does not
create a script containing the command as it usually does;
instead it creates a package containing the command in the
form: gmx:command <options as in: gmx:touch /tmp. The
Command option creates a package, program, and an
advertisement, but no other associated files. (See the note
in To identify the program.)

3. Click Next at the QMX - Configuration Manager 2007 Software
Distribution Wizard Welcome page to open the Source Directory
dialog.
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Source Directory

Specify the directory containing the source files for this package and whether
you want System Center Configuration Manager 2007 to make a compressed
copy of the source directory contents:

QMY For ConfigMgr Software Distribution Wizard 5'

Source Directary

Specify the directory containing the source files For this package.

Source direckory:
Exarmple: Yiservernameisharenameipath

IC:'l,Documents and Settings)AdministratorDeskkop|,3WD Demo Files\RPM Files

r Create a compressed copy

Make sure that this directary is accessible bo the Confighgr Service
Account for as long as the package exists,

< Previous Mext = %J Cancel Help
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You must have write access to the Source Directory. The QMX - Configuration
Manager 2007 Software Distribution Wizard generates a shell script and thus
requires a writable Source Directory. The Wizard produces a shell script for
this software distribution based on user input about the program. Since the
command could exceed the 255-character maximum allowed by System
Center Configuration Manager 2007, the Wizard packages all the information
into a shell script.

Do not use CDs or other non-writable media as the Source Directory for a
Non-Windows Software Distribution. Instead, copy the files to a writable
directory.

To specify the source directory location
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1.

Browse to select the Source Directory.

Note e If you are running the Configuration Manager Console on a
machine other than the site server, then only network paths
are allowed and the Browse For Folder dialog is rooted at "My
Network Places".

Select Create a compressed copy if you want System Center
Configuration Manager 2007 to compress the source files and store
the compressed data for distribution.

Click Next to open the Package Identification dialog.
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Package Identification

Identify the new Package and enter a comment to further describe it.

QMY For Configtgr Software Distribution Wizard

Package Identification

Specify the information needed to identify the new package,

Mame:
Version:

Publisher

Language:

Comrnent:

Ichkrrcntkjt

[p.43-0

|

|Eng|ish
]
iz

It is recommended that wou fill in all package properties for status Management
Information Format (MIFY matching. IF the fields are emply, the source program
for the status MIF cannot be uniquely identified, in which case the advertised
program skaktus might be inaccurately reporked,

< Previous Mext = %J Zancel Help

To identify the package

1. Enter the package information.
2. Click Next to open the Distribution Points dialog.
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Distribution Points

Select the distribution points. The package files will be copied to these
distribution points so that the client can access them for distribution:

QMX for ConfigMgr Software Distribution Wizard ll

gﬂ Distribution Points

Specify the distribution points where clients will access this package.

Select the distribution painks that you want to copy the package o,

Distribution points:

Mame | Site Type Select all |
QMADEMO-5C0CM LAB-Cuest Software ... Server
Clear All |
Select Group. .. |
Jl | B
< Prewvious Mext = [}J Cancel Help

To select distribution points where clients will access the package

1. Select one or more distribution points for this package.

Note e Clicking Select Group selects all the distribution points in a
selected distribution point group.

2. Click Next to open the Program Identification dialog.
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Program Identification

Identify the new Program and enter a comment to further describe it:

QMX For ConfigMgr Software Distribution Wizard 5'

gg Prograrn Properties

specify the information needed ko identify and run the new program,

Mame: chkrootkit

Commenk: chkroatkit is a tool that detects and cleans up rootkics, programs used ;I
by hackers ta campramise Unix swskem rooks,

IMa run kime (mind |12|:| ﬂ

< Previous Mext = %l Zancel Help

To identify the program

1. Enter a Program Name in the Name box.
2. Enter a comment in the Comment box, if desired.

3. Specify the Maximum run time (in minutes) that you expect the
program to run on the client computer. Set this to a whole nhumber
between zero and 719 minutes or as "Unknown”. The default setting
is 120 minutes. (See also Setting the Maximum Allowed Run Time.)

Note e QMX - Configuration Manager 2007 includes the time it takes
to download a program in the run time.
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e If a maintenance window is defined for the collection to which you
are distributing this software, QMX - Configuration Manager 2007
will not start the distribution if there is not enough time remaining
in the maintenance window.

e If the maximum run time is exceeded, QMX - Configuration
Manager 2007 stops the program like System Center
Configuration Manager 2007 does.

e If the value is set as "Unknown”, QMX - Configuration Manager
2007 interprets the Maximum run time as zero permitting the
program to start at any time within the maintenance window.

4. Click Next to open the Package Type dialog.

Note e If you started QMX for ConfigMgr Software Distribution
Wizard by choosing Distribute Non-Windows | Command
instead of Distribution Non-Windows | Software,
clicking Next at this point opens the Custom Command
dialog:
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QMY For ConfigMgr Software Distribution Wizard

gg Custarm Cormmand

apecify the Unix command.

Enker a command line.

qriv:kouch Jkmp

< Previous Mext = [}J Zancel Help

This allows you to run a Unix command on any supported platform. In this case,
the Wizard does not create a script containing the command as it usually does;
instead it creates a package containing the command in the form: gmx: command
<options> as in: gmx:touch /tmp. The Command option creates a package,
program, and an advertisement, but no other associated files. Clicking Next at
this dialog opens the Advertisement Name dialog.)
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Package Type

Select a software distribution package type to create a program associated with
the package

QM For ConfigMagr Software Distribution Wizard 5[

gg Package Tvpe

Select the bype of package,

2

Solaris Package
AT Installe
HP-L1% depot
035 ¥ Disk Image
03 % Package

o Tl i Bl T T

Scripk of Custom Command

< Previous Mext = L\\SJ Zancel Help

To select a software distribution Package Type

1. Select a Package Type.

2.  When you click Next, QMX - Configuration Manager 2007 directs you
to the dialog where you specify the properties for that type of
distribution:

e RPM Package Type

e Solaris Package Type

e AIX InstallP Package Type

e HP-UX Depot Package Type

e 0OS X Disk Image Package Type
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e OS X Package Type
e  Script or Custom Command Package Type

RPM Package Type

When you select RPM from the Package Type dialog, the Wizard opens the RPM
software distribution dialog listing all the * . rpm files located in the Source

Directory. (Note: QMX - Configuration Manager 2007 supports both Linux and
AIX rpm files).

QMX For ConfigMgr Software Distribution Wizard : x|

g\g RPM

Install RPM Package File(s)

RPM package files:

[w| chkrootkit-0,43-0.Fdr. 4. rhS0.i386.rpm |
[w| ac-6.2-0.Fdr.3.rhE0.i586. rpm

[w| go-dewel-&.2-0.fdr.3.rhi30.i336.rpm Clear all |
|w| picasa-2.2,2620-5.i356,rpm

[w| webmin-1.180-1.noarch.rpm

[w] webrmin-1,390-1.noarch.rpm

Select all

RPM options:

¥ Custom RPM opkions:

--force

If a previous wersion of the software is installed:  |Upgrade j

Command Line:

rpm -U -force chkrookkit-0,43-0,fdr . 4.rhi80.i386 .rpm ge-6.2-0.Fdr. 3.rhi30,i386. rpm go-devel-6,2-0.Fdr. 3

< Previous Mext = Cancel Help

To specify RPM package type properties
1. Select the RPM package files you wish to distribute.

QMX - Configuration Manager 2007 does not support distribution of RPM files
k3 with spaces in the name.
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2. Select Custom RPM options and enter RPM Package options that
you wish to use.

Note e QMX - Configuration Manager 2007 does not validate the
command line options for you.

3. Choose Fail if you want the installation to fail rather than upgrade
when a previous version of the software is already installed.

Note e As you select these options, QMX - Configuration Manager
2007 builds the command line at the bottom of the dialog. If
the command line becomes longer than 256 characters, the
wizard will allow you to create a wrapper script. However,
wrapper scripts are hard to modify. As an alternative, if the
command line becomes longer than 256 characters, you can
distribute fewer packages by un-selecting some of the RPM
package files. That will shorten the command line string.

4. Click Next to open the Advertisement Name dialog.
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Solaris Package Type

When you select Solaris Package from the Package Type dialog, the Wizard
opens the Solaris Package software distribution dialog listing all the *.pkg files
located in the Source Directory:

QMY For ConfigMgr Software Distribution Wizard ]

gﬂ Solaris Package

Specify Solaris Package (. pkg) File(s) and Options

Solaris package Files:

[ gzip-1.3,5-5019-sparc-local, pkg Select all

i

Clear all

—Pkgadd options:
v on Solaris 10, add package in the current zone only (-G)

r Specify response file or direckory {-r) I Browse, .

il

r Use a custom admin file (-a) I Browse, .

If & previous version of the software is inskalled: ILngrade

Command Line:
I[ " fusefbinfuname - ="5,10" ] && zone_opt="-3"; for p in gzip-1.3.5-s0l9-sparc-ocal . plyg; do plgadd -

< Previous Mext = Cancel Help

Note: all Solaris package files must have the .pkg extension to be detected by
the Software Distribution Wizard.

To specify Solaris package type properties
1. Select the Solaris package files you wish to distribute.
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Select On Solaris 10, add package in the current zone only
(-G) to install the package only to the current zone. When you use
this option in a global zone, the package is added to the global zone
only and does not propagate to any non-global zones. When you use
this option in a non-global zone, the package is added to the
non-global zone only.

Each machine has one global zone; any other zones are non-global
zones. If you leave the option un-selected and the QMX -
Configuration Manager 2007 Agent is running in the global zone, the
Agent installs the package to all zones (global and non-global). If the
Agent in running in a non-global zone, the Agent installs the package
only to the current zone (in this case, the behavior is the same
whether you select this option or not).

Select Specify response file or directory (-r) and click Browse to
select a response file or type in a directory containing a response file.
(See Response Files for more information.)

Note e The value you supply can be a relative or an absolute path.
To use a response file that is located on the target machine,
you must precede the file path with a “/” (for example,
/opt/quest/qgmxcm/share/my responses). TO uUse a
response file that is in the Source Directory, it is unnecessary
to precede the file path with a “/".

Select Use a custom admin file (-a) and click Browse to select a
custom administration file. To use the default QMX - Configuration
Manager 2007 non-interactive administration file, leave this option
un-selected. (See Administration Files for more information.)

Note e To use an administration file that is located on the target
machine, you must precede the file path with a “/” (as in,
/opt/quest/gmxcm/share/my adminfile). TO use an
administration file that is in the Source Directory, it is
unnecessary to precede the file path with a “/”.

Choose Fail if you want the installation to fail rather than upgrade
when a previous version of the software is already installed.

Note e As you select these options, QMX builds the command line at
the bottom of the dialog. If the command line becomes
longer than 256 characters, the wizard will allow you to
create a wrapper script. However, wrapper scripts are hard
to modify. As an alternative, if the command line becomes
longer than 256 characters, you can distribute fewer
packages by un-selecting some of the Solaris package files.
That will shorten the command line string.
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6. Click Next to open the Advertisement Name dialog.

Response Files

A response file contains output from a previous pkgask session; it contains the
responses the package requires when operating in interactive mode. To create
a response file, use the pkgask command. It allows you to store answers to an
interactive package in a file that can be used as input at the time of installation.
(See http://docs.sun.com/app/docs/doc/816-5166/6mbblkgb3?a=view for
more information.)

Administration Files

An administration file is an ASCII file that defines the default installation actions
by assigning values to installation parameters. There is both a default Solaris
administration file (/var/sadm/install/admin/default) and a default QMX -
Configuration Manager 2007 administration file

(pkgadd non_interactive admin located in /opt/quest/gmxcm/share/)
installed with the QMX - Configuration Manager 2007 Agent. The default Solaris
installation administration file is designed to favor user interaction when conflicts
or settings issues arise. Quest therefore provides the non-interactive
administration file used by the Software Distribution Wizard by default that is
consistent with the non-interactive nature of the Agent. The default files are not
writable, so to assign values different from the default values, create a new
administration file using any text editor. (See
http://docs.sun.com/app/docs/doc/817-3945/6mjgluk33?l=en&a=view for
more information.)

You can reference an existing administration file on the target machine.
However, make sure the path to the file is consistent across all machines in the
collection. Otherwise, when the pkgadd system prompts for input, the
deployment will fail.

under the Solaris command, by entering man -s 4 admin at the command

! . For more information about the Solaris admin file, refer to the man page
line on the Solaris machine.
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AIX InstallP Package Type

When you select AIX InstallP from the Package Type dialog, the Wizard opens
the AIX InstallP software distribution dialog:

QMY For Configtgr Software Distribution Wizard x|

g)ﬁ AL InstallP

apecify Alx Installp {BFFY File(s) and Ophions

Installp package files:

[w] rsync-2.5.6.0,bFF Select all |
Clear all |

— Installp Options:
Enter "all" or the FilesetMamels) to install within the package file or directory
fall

¥ Cammit package update {-c)

¥ Use custom installp options:

[-2

'\i\' If & prewious wersion of the software is installed it will be upgraded.

Command Line:
for pin rsync-2.5.6.0,6FF ; doinstallp -d "$p" -ac all -a || exit 1; done

< Previous Mext = [}J Zancel Help

To specify AIX package type properties
1. Select the AIX InstallP files you wish to distribute.

2. Under Installp Options,

a) Enter the desired fileset name(s) or “all” to install all filesets in
that package file or directory. Separate multiple fileset names with
a space.

Note e You can only select one file at a time. If you want to install

all files, enter “all” in the Fileset name box. If you want to
install multiple files, but not all files in the directory, enter the
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fileset names you want to install in the FilesetNames box,
using spaces to separate the names.

b) Select Commit package update (-c), if desired.

c) Select Use custom installp options, and enter the options you
want to use.

Note e QMX - Configuration Manager 2007 does not validate the
command line options for you.

Note e As you select these options, QMX builds the command line at
the bottom of the dialog. If the command line becomes
longer than 256 characters, the wizard will allow you to
create a wrapper script. However, wrapper scripts are hard
to modify. As an alternative, if the command line becomes
longer than 256 characters, you can distribute fewer
packages by un-selecting some of the AIX InstallP package
files. That will shorten the command line string.

Click Next to open the Advertisement Name dialog.
Note e System Center Configuration Manager 2007 copies the

program and the related files to the distribution point you
selected.
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HP-UX Depot Package Type

When you select HP-UX depot from the Package Type dialog, the Wizard opens
the HP-UX software distribution dialog listing all the *.depot files located in the
Source Directory:

QMY For ConfigMgr Software Distribution Wizard ]

gﬁ HP-L1% depat

Install HP-1x Depot Filels)

HP-L1% depots:

[wl bash-2.05b-sd-11.00.depat Select all |

Clear all

Swinskall options:

IV Use Custom Swinstall Qptions:

|->< authorebook=true

If a previous version of the software is inskalled:  |Upgrade j

Command Line:

for depat in bash-2.050-5d-11.00, depot ; do swinskall -5 "~ piwd” f$depot” -x authoreboot=true \* || exit

< Previous Mext = Cancel Help

To specify HP-UX package type properties

1. Select the HP-UX package files you wish to distribute.

2. Select Use Custom Swinstall Options and enter the options you
want to use.

Note e QMX - Configuration Manager 2007 does not validate the
command line options for you.

Note e Enter the desired “option=value” pair(s) in the box provided.
Enclose values with spaces in quotation marks; separate
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multiple options with spaces. For example, by default the
autoreboot option is set to false, but if you have a package
which requires a reboot, select Use Custom Swinstall
Options and enter -x autoreboot=true in the box. The -x
option allows you to override the default value of session
variables.

Choose Fail if you want the installation to fail rather than upgrade
when a previous version of the software is already installed.

Note e As you select these options, QMX builds the command line at
the bottom of the dialog. If the command line becomes
longer than 256 characters, the wizard will allow you to
create a wrapper script. However, wrapper scripts are hard
to modify. As an alternative, if the command line becomes
longer than 256 characters, you can distribute fewer
packages by un-selecting some of the HP-UX depot package
files. That will shorten the command line string.

Click Next to open the Advertisement Name dialog.
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OS X Disk Image Package Type

When you select OS X Disk Image from the Package Type dialog, the Wizard
opens the Mac OS X Disk Image software distribution dialog:

QMX For ConfigMgr Software Distribution Wizard ﬂ

%ﬂ IMac 05 x Disk Image

Specify the Mac 05 ¥ Disk Image information

Disk Image (dmg):

v Agree bo the license

& Install or Copy All: v Packages (.pka, .mpkg) I Applications [.app)

= Copy direckory from image to japplications Folder
Directary (relative to the unpackedimounted Conkainer)

" Custom Instal
Zommand Line

The disk image will be downloaded ko the agent in a temporary directory and then unpacked or
mounted. The mounted directary will be the warking directary For the command.

.\]‘. If & previous version of the software is installed it will be upgraded.

< Previous Mext = !%J Cancel Help

To specify Mac OS X disk image package type properties
1. Open the Disk Image (dmg) drop down menu to see the list of all the
dmg files located in the Source Directory.
2. Choose the dmg file you want to distribute.

3. Select Agree to the license to automatically accept the license
agreement.

Note e When you do a software distribution of dmg files to a Mac OS
X system, it will often wait for you to respond "Y" (yes) to the
license agreement. If you want to avoid this hang up, use this
option to automatically accept the license agreement.
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4.

Choose how you want QMX - Configuration Manager 2007 to
generate the command line:

a) Select Install or Copy All and then select Packages and/or

Applications.

If you select Packages, QMX - Configuration Manager 2007 will
scan the folder where the dmg is mounted for all *pkg files and
install each of them.

If you select Applications, QMX - Configuration Manager 2007 will
scan the folder where the dmg is mounted for all * . app files and
will copy each item into the /applications folder.

- OR -

b) Select Copy directory from image to /Applications Folder

and enter a relative path to a directory. Do not enter a leading "/"
in the Directory box.

This is intended for distributing packages that do not contain
installable packages. Typically the installation instructions say
"Drag <something> to the Applications folder". This is useful for
programs where there are multiple applications within a single
folder, such as MS Office, and that folder should be "dragged" to
the /Applications directory.

- OR -

c) Select Custom Install to enable the Command Line box so that

you can specify the command to execute.

For example, to distribute Adobe Dreamweaver CS3, put the
deployment.xml file into the same folder as the .dmg file. Then
when you run the Software Distribution Wizard, enter the following
into the Command Line box of the OSX Disk Image dialog and it
will distribute the .xm1 file along with the .dmg file:

'Adobe Dreamweaver CS3/Setup.app/Contents/MacOS/Setup'’
--mode=silent --deploymentFile="$OLDPWD/deployment .xml"

Note e QMX - Configuration Manager 2007 does not validate the

command line options for you.

Note e According to Adobe, Dreamweaver requires that you

customize the deployment script and copy it to the client
machine for the unattended installation to work properly.
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(See

http://www.adobe.com/support/deployment/cs3_deployme
nt.pdf for more information.)

5. Click Next to open the Advertisement Name dialog.

OS X Package Type

When you select OS X Package from the Package Type dialog, the Wizard opens
the Mac OS X Package software distribution dialog listing all the packages (.pkg)
and meta-packages (.mpkg) located in the Source Directory:

QMY For Configtgr Software Distribution Wizard x|

gj Mac 035 ¥ Package

apecify 03 ¥ Package Fileds) { pka, .mpkg)

03 ¥ Packages:

[l iTunes4, mpkg
[w] QuickTime652. plg

Select all

ssect |
Clear all |

-:D If a previous version of the software is installed it will be upgraded,

< Previous Mext :=[ | Zancel Help

To specify Mac OS X package type properties

1. Select the Mac OS X package files you wish to distribute.

88


http://www.adobe.com/support/deployment/cs3_deployment.pdf

Software Distribution

2. Click Next to open the Advertisement Name dialog.

When distributing software on a Mac, there are a few cases such as with
Adobe or MS Office, where after you distribute the software package, you
L must then distribute a script to do the actual installation.

Script or Custom Command Package Type

When you select Script or Custom Command from the Package Type dialog,
the Wizard opens the Script or Custom Command software distribution dialog:

QMY For Configtgr Software Distribution Wizard x|

Q)g acripk or Cuskom Command

Specify the script or command.

Select a scripk file From the package directary or enter a command.

I,I'etcll'int.d,l'sshd reskart Browse. .. |

< Previous Mext = %J Zancel Help

To distribute a script or a custom command properties

1. Browse to select the script file from the package directory.
- OR -
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1. Enter the command line manually.

Note e The Wizard generates a script that contains the command
you enter.

2. Click Next to open the Advertisement Name dialog.

Advertisement Target Collection

By starting the wizard from a specific managed client, the Advertisement Target
System page gives you the option to create a new collection containing the
selected system.

Note: If you launch the Software Distribution Wizard from a specific collection,
it skips the Advertisement Target Collection dialog and sends the advertisement
to the collection from which you started the wizard.
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Specify an existing collection or create a new collection to receive the program
advertisement:

QMX For Configtgr Software Distribution Wizard il

Advertisement Target Calleckion

specify the collection that should receive the advertisement,

Programm: chkrootkit

Specify the existing collection that wou want to advertise the program to, or create a new collection to
receive the advertisement,

{*  pdvertise this program bo an existing collection:

Collection:
all Linus: Swskems Browse, ., I
" Create anew colleckion and advertise this program to it
< Previous Mext = %J Cancel Help

To specify a collection to receive the advertisement

1. Browse to select an existing collection to receive the advertisement.

- OR -
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1. If you started the wizard from a specific managed client, the
Advertisement Target System page gives you the option to create a
new collection containing the selected system.

Select Create a new collection and advertise this program to it
and click Next to open the New Collection wizard page:

QMY For Configtgr Software Distribution Wizard ]

'\%ﬂ Mew Collection

Zreate a new collection ko contain the target resources For this advertisement,

Type a unique name ko identify the new collection, ¥ou can also bype a comment to Further describe the

collection.
Mame: ISystem : rhess
Zomment: This iz a new temporary Collection ;I

< Previous Mext = [: | Zancel Help

2. Enter a unique Collection name in the Name box.

3. Enter a comment in the Comment box, if you want to further
describe it.

4. Click Next to open the Advertisement Name dialog.
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Advertisement Name

Specify a name and comment for the new Advertisement:

QMY For Configtgr Software Distribution Wizard il

Advertisement Marme

Specify a name and comment For the new advertisement,

Tvpe a name ko idenkify the new adverkisement. You can also type a comment to describe the
adwverkisement,

Marne: chkrrotkit - chkroatkit - Al Linux Syskems

Comment: I lovwe QM - Configuration Manager 2007, It's so easy bo distribute software ;I
ko non-Windows cleints! !

< Previous Mext = %l Cancel | Help |

To specify an advertisement name

1. Enter an Advertisement Name in the Name box.
Note e The default value for the Advertisement Name is
<packagename> - <program name> - <collection name>,
but you can type in another name of your choice.

2. Enter a comment in the Comment box, if desired.
3. Click Next to open the Advertise to Subcollections dialog.
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Advertise to Subcollections

Specify whether to apply the advertisement to subcollections.

QMX for ConfigMgr Software Distribution Wizard

\;—,J)g Advertise to Subcollections

specify whether the advertisement should apply to subcollections,

Colleckion: all Linux: Svstems

If this collection has links to okher collections {or will in the Future), vou
can advertise the program to members of those collections,

" Adwertise the program only to members of the specified collection

& Advertise the program ko members of the collection and its subcallections

The program will be advertised to the Following collections:

all Linux Swskems

< Previaus |

Cancel

Help

To advertise to Subcollections

1. Indicate whether you want to advertise this program only to
members of the specified collection or to members of the collection

and all of its descendent collections.
2. Click Next to open the Assign Program dialog.
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Assign Program

Specify when you want the program to run.

QMX For ConfigMgr Software Distribution Wizard ) x|

bg} Assign Program

apecify when to assign the program.

Assigning a program causes it bo become mandatary, An assigned program will automatically ronif it has
not already been run on the client,

Assign after: I Flzaiz009 j I 2119 PM j‘

I {Tanre mainbenance windows When runming prodram:

< Previous Mext = V\r\sl Zancel Help

To Assign a Program

1. Set the local date and time when you want to assign this program.

Note e The program automatically runs on target clients at or soon
after the date and time you specify.

2. Select Ignore maintenance windows when running program to

specify whether to have the advertised program ignore maintenance
windows while the program is running.

Note e Software Distribution expects to run mandatory assignments
within defined Maintenance Windows. If you have not
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defined any maintenance windows, no distribution
assignments will run unless you explicitly set them to ignore
maintenance windows.

If you have not selected the Ignore maintenance
windows when running program option and have not
defined any maintenance windows or a program has a total
maximum run time that is longer than any merged
maintenance windows, QMX - Configuration Manager 2007
sends a status message that says there is not enough time
in the Maintenance Window.

3. Click Next to open the Summary dialog.
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Summary

Review the information you entered on the previous wizard pages before you
create the specified package, program, and/or advertisement.

QMY For Configtgr Software Distribution Wizard 5[

\'E;g Surmmnaty

vou have successfully completed this wizard,

Details:

Confighgr will now create an advertisement with the Following characteristics: ;I

Mew package: chkrrakkit

Mew pragrarm: chkroakki

Target collection: All Linux Systems
Advertize to subcollections: yes
Assigned after: 7/28/2009 2:20:11 PM

The list of distribution points for the package will be updated,

To change these settings, click Previous, To apply these setkings, click Mext.

< Previous Cancel Help

To distribute the non-Windows software

1. Click Next to create the package, program, and advertisement for
the software distribution and open the Wizard Completed dialog.
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Wizard Completed
The Wizard Completed dialog displays the results of creating the specified

package, program, and/or advertisement; it indicates whether the operation
completed successfully or not:

QX For ConfigMgr Software Distribution Wizard ﬂ
Q)\g izard Completed

|9 The Distribute Mon-Windows Saftware Wizard completed successFully,

Details:

Package chlkrootkit was created,

Program chlrookkit was created, This will install;
chkrootkit-0,43-0.Fdr.4.rhS0.i386 . rpm

The package and program are advertized to the "All Linux Systems" collection and its subcollections,

The program will be run at 7/25/2009 249,53 PM,

To close this wizard, click Close,

< Previous [exk = Close ol Help

System Center Configuration Manager 2007 user permissions, you could

lll ) You can have a partially successful operation. For example, depending on the
create a package and a program but not an advertisement.
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Verify the Software Distribution

To view the program you just set up for distribution

1. Navigate to System Center Configuration Manager | Site

Database | Computer Management | Software Distribution |
Advertisements.

é‘_—‘@ Configuration Manager Console -8 ﬂ

: i8]

File  Action Miew ‘Window  Help
EEDE

System Center Configuration Manager Advertisements 1 items found

EILQ Jte Database (LAB - QMRDEMO-SCCH, Quest
8 £ Site Management

EL% Compuker Management

Lock Far: | o |AlColons v Find Mo Clear
| o ] ] | |

[#-f Collections

% Corflicting Records Name [ padiace
[-]@ Software Distribution
L\ﬁ Packages

|Program |C0\Iection |A
{chkrootkit - chlrontkit - &l Linue Systems  chkroott 0.43-0 Engish  chivootkt — AllLinu: Systems 9

[ s
-4y Operating System Deployment:
[£)-de Softweare Metering

(-5 Reporting
15 Desired Corfiguration Management
[y, Queties

[]---ﬂEJD Mahie Device Management

fe- 1 Nekwork ficcess Protection

=2 System Status

[]--'{iﬂ Advertisement Status

[]--{i&, Package Status

[F-L She Status

u_'j Status Message Queries

-5 seurity Rights

- Tods
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Setting the Maximum Allowed Run
Time

For large package distribution that may take several hours, you can configure
the time out value for program run times on QMX - Configuration Manager 2007
Agent client computers. This avoids timing out when distributions take a long
time. You can set the Maximum run time after you have created the program
using the QMX - Configuration Manager 2007 Software Distribution Wizard or
when you manually create a software program.

To reset the Maximum allowed run time

1. Navigate to Software Distribution | Packages.
Expand the package you want to reconfigure.
Select Programs.

Double-click the name of the program.

Open the Requirement tab.

ik wN

If you do not specify a Maximum allowed run time on the Program Properties
dialog, System Center Configuration Manager 2007 will provide a default value
of 120 minutes. Programs with a maximum run time set to Unknown may run
past the end of their maintenance windows. If you set the maximum run time to
a specific period that exceeds the length of any available maintenance window
(or combination of maintenance windows), it will not run that program.

For more information, click F1 to access Microsoft's explanation of the Maximum
allowed run time feature.

Forcing Software Distribution

You can either wait for the normal software distribution cycle or force the
distribution manually.
To manually force the software distribution

1. From the Linux console and enter the following command to update
policy:
/opt/quest/gmxcm/bin/clienttool --run-policy-update

2. Enter the following command to see the program:

/opt/quest/quxcm/bin/clienttool --list-available-software
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& RH4-QMXcm2.0-HOL2 - Microsoft Yirtual PC 2007 =10 2
fction  Edit CD Floppy Help

Reported class: WindZ2_DiskPartition Z times.

Reported class: Wind2_IDEController 2 times.

Reported class: Wind2_MotherboardDevice 1 time.

Reported class: Wind2_Networkfdapter 2 times.

Reported class: Win3Z2_NetworkfAdapterConf iguration 2 times.
Reported class: Win32_OperatingSystem 1 time.

Reported class: Win3Z_ParallelPort 1 time.

Reported class: WindZ2_Service 36 times.

Reported class: Wind2_SystemEnclosure 1 time.

Reported class: Wind2_VideoController 1 time.

[root@linux cdroml# soptrquest gmxcmsbin-clienttool --run-policy-update
Policy Update successful in 5 seconds.

Request submitted to Management Point: QMXDEMO-SCCM:BH for Site Code: LAB
Downloaded 2 new, B updated, @ deleted, and 184 unchanged policies.

Dizscovery Related policies had B new, B updated, B deleted, and 16 unchanged.
Hardware Inventory policies had @ new, 8 updated, B deleted, and 49 unchanged.
Scheduling and Other policies had 1 new, B updated, B deleted, and 39 unchanged.
Software Distribution policies had 1 new, B updated, B deleted, and B unchanged.
[root@linux cdroml# sopt-quest qm<cm/binsclienttool --list-available-software
fvailable Software:

fdvertisement ID Package ID Program ID

LABZ0AA8 LnbBaaa3 chkrootkit

[root@linux cdromlf

|-:,.v_-) L | 4

3. Enter the following command to force the distribution:

/opt/quest/qmxcm/bin/clienttool --run-software-distribution
LAB20000 LAB00003 chkrootkit
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& RH4-QMXcm2.0-HOLZ - Microsoft ¥irtual PC 2007 0] x|

Action Edt D Floppy Help
[root@linux cdroml# <optsquest/gmxcm/binsclienttool --run-software-distributioff
LABZABAR LABBARA3 chkrootkit

Request submitted to Management Point: (M<DEMO-SCCM:B88 for Site Code: LAB
Software Distribution successful in 23 seconds.

Successfully distributed 1 package.

fAdv: LABZABAB, Package: chkrootkit, Program: chkrootkit, Versiomn: B.43-8
[root@linux cdromlf _

Distributing Software Manually

You can manually create packages, programs and advertisements just like you
can in Windows.

The following topics take you through a step-by-step demonstration of manually
distributing software:

e Creating a Package

e Selecting the Distribution Points

e Creating a Software Program

e Creating an Advertisement
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Creating a Package

To create a package

1.

> W

© ® N OwW;

In the Configuration Manager Console, navigate to Computer
Management | Software Distribution and right-click the
Packages group.

Choose New | Package to start the New Package Wizard.
On the General page enter the package properties and click Next.

On the Data Source page specify whether this package contains
source files.

Click Set to display the Set Source Directory dialog.

Select the Source directory location.

Browse to select the Source directory.

Click Finish to save the package properties you just configured.
Click Next until the New Package Wizard is finished.

Selecting the Distribution Points

To select the distribution points

1.

2.
3.
4

o v

In the Configuration Manager Console, expand the Packages group.
Expand the folder for package you want to distribute.
Right-click Distribution Points.

Select New Distribution Points to start the New Distribution Points
Wizard.

Click Next to display the Copy Package page.
Select the Distribution Point(s) and click Next.
Click Close.

System Center Configuration Manager 2007 assigns the package to
the new distribution point(s).

Creating a Software Program

To create a software program
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1.
2.
3.

In the Configuration Manager Console, expand the Packages group.
Expand the folder for package you want to distribute.

Right-click the Programs group and choose New | Program to
start the New Program Wizard.

On the General page, enter the program properties.
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7.
8.

In the Command line box, enter a command with a prefix of "QMX:"
and click Next.

On the Requirements page you can change the Maximum allowed
run time to the desired number of minutes.

For large package distribution that may take several hours you can configure
the time out value for program run times on client computers. This avoids
timing out when distributions take a long time. You can configure the timeout
value after you have created the program using the QMX - Configuration
Manager 2007 Software Distribution Wizard or when you manually create a
software program.

If you have created an Advertisement using the QMX - Configuration
Manager 2007 Software Distribution Wizard and then determine that you
need to re-set the Maximum allowed run time, you can access the Program
Properties, as follows: Navigate to Packages, expand the package you want
to reconfigure. Then, select Programs and double click the name of the
program to open the Properties dialog. Open the Requirement tab.

If you do not specify a Maximum allowed run time option on the Program
Properties dialog, QMX - Configuration Manager 2007 will provide a default
value of 12 hours.

For more information, click the Help button to access Microsoft's explanation
of the Maximum allowed run time feature.

Click Finish to open the Summary page.
Click Next and Close to complete the wizard.

Creating an Advertisement

To create an advertisement
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1.

2.

In the Configuration Manager Console, right-click the
Advertisements group.

Choose New | Advertisement to start the New Advertisement
Wizard.

On the General page select the Advertisement properties and click
Next.

On the Schedule page, create the schedule as follows:

a) Click the New Schedule button (the “starburst” icon), to assign a
new schedule.

Note: If you select the Assign immediately after this event option,
you can only choose “As soon as possible”; QMX - Configuration
Manager 2007 does not support Logon or Logoff schedules.
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b) Click Next to use the default schedule.
c) Click Next to complete New Advertisement Wizard.

d) Click Close to close the wizard.

QMX - Configuration Manager 2007 supports all System Center Configuration
] Manager 2007 program rerun behavior.

System Center Configuration Manager 2007 creates the advertisement and
sends the appropriate distribution policy to the Management Point.

Verifying Software Distribution

Once you deploy software or patches using the QMX - Configuration Manager
2007 Software Distribution Wizard, you will want to verify that the package and
advertisement were created and that no errors were generated in the System
Center Configuration Manager 2007 Status System.

Using Package Status to Verify Distribution

You can use System Status to check the status of your Advertisements and
Packages. Package Status provides a summary report of the health of packages
and distribution points in your site. In many organizations, administrators
distribute multiple packages concurrently to multiple destinations. Package
Status allows you to monitor when packages arrive at distribution points. A
package must arrive at a distribution point before a QMX - Configuration
Manager 2007 Agent client can access, install, or run an advertisement. All dates
in Package Status are displayed in the time zone of the computer running the
Configuration Manager Console.

Package Status provides three levels of status information details:

e Summary status for all packages in all sites
e Details for a specific package in all sites
e Details for a specific package in a single site

To view details on a specific package

1. Expand System Status group of the Configuration Manager
Console.

2. Expand Package Status to see the status of the packages.
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3. Click the package name listed under Package Status to list the sites
servers in the results pane.

4. Right-click a site server to open the shortcut menu.

5. Choose Show Messages | All to display the Status Messages: Set
Viewing Period dialog:

=]
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&4 |0m|@

System Center Configuration Manager
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I§I§I,5 Parkage Status LAE-Quest Software Inc, 1 1 1 0 i 272008 112104
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: i oot insge (436) ohly messages on or after this time.
[ site Status
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L Security Rights
-7 Taok (" Specify date and tine
| 2 7m 2| [nzdean 4
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6. Set the viewing period and click OK to display the QMX -
Configuration Manager 2007 Status Message Viewer:
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Configtgr Status Message Yiewer for <LAB>=
File Edit

Wiew  Help

“Quest Software Inc.=

”E = | x | @ ' | @ |||:|rig|ir1a||1L4|E!r_l,I

Severity I Twpe I Site code I Date | Time I Swskem | Zomponernt
. Audit 2/ B311:15:13 AM  OMEDEM [ Microsoft, Conf
@ Milestone  LAB 2/7/2003 11:14:08 &AM QMEDEMO-2CCM SMS_DISTRIBL
@ Milestone  LAB 2/7/2003 11:14:08 &AM QMEDEMO-2CCM SMS_DISTRIBL
@ Audit LAE 2I7/2008 11:13:57 aM QMEDEMO-SCCM Microsoft, Conf
@ Milestone  LAB 2/7/2003 11:10:11 AM QMEDEMO-5CCM SMS_DISTRIBL
@ Milestone  LAB 2/7/20058 11:10:10 &AM QMEDEMO-SCCM SMS_DISTRIBL
@ Milestone  LAB 2/7/20058 11:10:10 &AM QMEDEMO-SCCM SMS_DISTRIBL
@ Milestone  LAB 2/7/2008 11:10:03 AM QMEDEMO-2CCM SMS_DISTRIBL
@ Milestone  LAB 2/7/2008 11:10:03 AM QMEDEMO-2CCM SMS_DISTRIBL
@ Audit LAE 2/7/2008 11:09:55 AM QMEDEMO-SCCM Microsoft, Conf
@ Milestone  LAB 2/7/2008 10:52:58 AM QMEDEMO-2CCM SMS_DISTRIBL
@ Milestone  LAB 2/7/2008 10:52:58 AM QMEDEMO-2CCM SMS_DISTRIBL
@ Milestone  LAB 2/7/2008 10:52:56 AM  QMEDEMO-SCCM SMS_DISTRIBL
@ Audit LAE 2I7/2008 10:52:43 AM QMEDEMO-SCCM Microsoft, Conf
| |

Command Query @ 14 of 14 messages displayed. 1 selecked.

Checking the Agent for the Distribution

In addition to using System Status, you can verify that the software was

distributed by checking the QMX - Configuration Manager 2007 Agent for the
distributed software.

In this example we will verify that the chkrootkit software was distributed
using the QMX - Configuration Manager 2007 Software Distribution Wizard.

System Center Configuration Manager 2007 can take some time to distribute
the software. Be sure to let sufficient time lapse after the software
distribution process.

To verify the software distribution on a Linux system

1. In the Configuration Manager Console, navigate to System Center
Configuration Manager | Site Database | Computer
Management | Software Distribution.
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2. Click Packages.

Note e The Configuration Manager Console lists the names of the
packages in the right-hand window along with their Package
ID. The Package ID indicates that it was installed by means
of the System Center Configuration Manager 2007 process.

3. Switch over to the Linux host.

Note e You can also establish a remote session with PUTTY. For more
information about running remote tools, see Remote Tools.

4. At the command prompt, enter rpm -q chkrootkit.

E RH4-QM¥cm2.0-HOLZ - Microsoft Yirtual PC 2007 - |D|ﬂ

fiction  Edit CD Floppy Help

[root@linux cdroml#t -opt-quest/gmxcmsbin/clienttool --run-sof tware-distributiol
LABZBARE LABBAAA3 chkrootkit

Request submitted to Management Point: QMXDEMD-SCCM:88 for Site Code: LAB
Software Distribution successful in 23 seconds.

Successfully distributed 1 package.

Adv: LABZABRA, Package: chkrootkit, Program: chkrootkit, Uersion: B.43-8
[root@linux cdroml# rpm -g chkrootkit

chkrootkit-8.43-8.fdr.4.rh88

[rootPlinux cdromld

To verify that the software distributed

1. Navigate to System Center Configuration Manager | Site
Database | Computer Management.

1. Expand Reporting group of the Configuration Manager Console.
Click Reports.
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The Configuration Manager Console opens a list of Reports that are
useful. For example, you will find Advertisement status messages
for a particular client and advertisement helpful.

Fle Action Yiew Window Help =18l
|2
System Center Configuration Manager
B L Site Database (LAB - QMXDEMO-3CCH, Quest ¢
3 Site Mansgement Look for: j in IAH Calumins j Eind fiow | Clear |
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'—:ﬁ Canflicting Recards Mame | Cateqor
{8 2 Suftware Disribution mtweSync Service Status Device Management
2 E{ Software Updates Advertisement status messages for a client being upgraded to the Adv,., Software Distributian -
[y Operating System Deployment ' dverti G ribution -
¥ 4, Software Metering Al active package distributions Software Distribution - Packages 136
2 ﬁ Reporting Al advertisements Software Distribution - Advertisements 125
Lg g:;:‘:tos ards NI advertisements for a specific collection Software Distribution - Adwertisements 128
Y @ Desied Configquration Mnagemert NI advertisements for a specific computer Software Distribution - Advertisements 126
L, Queties All advertisements for a sperific package Software Distribution - Adwertisements 127
Bl B;@ Mobilz Device Management All audit messages For a spedific user Status Messages - Audit a1
#1-% Network Access Protection Al collections Software Distribution - Callections 134
=7 System Status All compliance evaluation Failures for a specified computer Desired Configuration Management: - Errars 271
i’.ﬁ Advertisement Status All camputers targeted For Wake On LAN activity Wake On LAK 222
- ﬂ& Package Status All Device: Clients Device Management 152
-5 Site Status Al distribution poinks Software Distribution - Packages 133
Llll Status Message Queries Al Drivers Driver Management 210
(-1, Security Rights Al Drivers For a spedfic platform Driver Management 49
- Tooks All Drivers in a specific Boot Image Driver Management 212
All Drivers in a specific category Driver Management 207
Al Drivers in a specific Package Driver Management 11
Allirventoried files for & spedific product Software - Files 60
Allirventoried files on a specific computer Software - Files 64
Allinventoried products for a specific software company Software - Companies and Products 61
All messages For a specific message ID Status Messages 77
All objects pending wake-up activity Wake On LAK 225
All packages Software Distribution - Packages 132
All parkages on a specific distribution point Software Distribution - Parkages 131
All vesources in a specific collection goftware Distribution - Collections 130
All sites that are enabled for Wake On LAN Wake On LAN 221
Al saftware companies Software - Companies and Products 62
Al saftware metering rules at this site Software Metering 109 _lj
1 il B

. Right-click the report name and choose Run.
Choose a Value for the Advertisement ID.
Choose a Value for the Computer Name.

. Click Display:
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a ConfigMgr Repott - Microsoft Internet Explorer

Fle Edit View Favorites

Tools  Help

G Back + ) - E @ ,"J | ,C’Search 'f?Favorites € | (- & =R

Category:
Camment:

v || Export || Print || Add to Fava

Parameters:

Advertisement 1D | LAB20000

Computer Mame | linu

tes || E-mail

fiddress |@ hittp:{ frniedlema-scom SMSReporting_LAR Report, asp?ReportiD=104zAdvert ID=LABZ0000&Mame=lnus

Report Name: Advertisement status messages for a particular client and advertisement

Software Distribution - Advertisement Status
This repart shows the status messages reported for a particular computer and advertisement,

2{7/2008 9:18:37 &M

{Nurnber of Recards: &)

| Time Message State Name Message Name Message ID Record ID

71| 2/6/2008 4:22:04 PM focepted Program received 10002 3157
2/6/2008 4:23:28 PM Failed Program Failed {download failed) 10053 369
2(62008 4:25:08 PM Failed Program Failed {download Failed) 10053 7

(]| 2/6/2008 4:26:25 PM Failed Program Failed {download Failed) 10053 380

71| 2162008 4:30:31 PM Running Program started 10005 383

(71| 26)2005 4:31:16 PM Succeeded Program completed with success 10008 384

(]| 2/5/2008 4:32:00 PM Running Pragram started 10005 a7

(1] 2/8/2008 4:32:03 FM Faled Program failed 10006 e

|@ Done

[/

|— |— |_ |_ |_ |§g Local intranet 4

7. Drill down into any of the messages for further information.

8. Close the report and return the Console when you are finished
exploring.

For more information about running reports, see Reports.
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Important Considerations About
Building Scripts

QMX - Configuration Manager 2007 does not have full patch management. You
can leverage your System Center Configuration Manager 2007 infrastructure to
deploy patches by using collections to target machines, create packages,
distribute them, track them, and report on installation status. If you have
patches available, download them and distribute them by means of the software
distribution methods described in Software Distribution. Most often you will want
to distribute a script file using the "Command” distribution option described in
Script or Custom Command Package Type.

If you build a script file on a Windows system, it will create Windows end-of -line
characters unless your text editor has an option to save non-Windows
end-of-line characters. QMX - Configuration Manager 2007 tries to correct for
this. When QMX - Configuration Manager 2007 sees #! in the first line of a script
file, it automatically replaces the Windows end-of-line characters with
non-Windows end-of-line characters.

In some cases, patches or software files start with #! but include binary data. In
that case, you must prepare a script that calls the file with the binary data.

Implementing Software Patches

This topic demonstrates how to successfully deploy patches for a non-Windows
system using the QMX - Configuration Manager 2007 Software Distribution
Wizard.

The system selected to perform this demonstration is a Sparc-based Solaris 9
system. The patch is the point patch #112661-06 obtained from the Sun site
http://sunsolve.sun.com.

Point Patches are designed to fix or solve a specific bug on your system or the
software installed on it. Usually they replace or add files to the system. The
purpose of point patch #112661-06 is to prevent the IIM port from being
hijacked.

Configuration Manager 2007 environment, properly configured with installed
QMX - Configuration Manager 2007 components. You must also have a QMX -
Configuration Manager 2007 Agent running.

! ) Before you begin to deploy patches you must have a working System Center
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To deploy the Solaris Cluster Patch on a QMX - Configuration Manager
2007 Agent
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1. Download the patch from the Sun site and copy it to a place on the
site server where you will be able to distribute the software. For the
sake of this demo the file is named: 112661-06.zip.

2. Create a shell script named patchadd. sh in the same directory you

copied the zip file.
The content of this script file is as follows:
#!/bin/sh

# The above line must be present; it tells Quest Management
Extensions to strip the

# Windows end-of-1line characters.

# This script will install the patch 112661-06 on a Sparc
based Solaris 9

#

echo "Patch Installation in progress.."

echo "Unpacking ZIP file.."
/usr/bin/unzip 112661-06.zip

echo "Moving patch folder to /tmp.."
mv 112661-06 /tmp

echo "Changing current directory to /tmp.."

cd /tmp

echo "Installing patch.."
/usr/sbin/patchadd 112661-06

Even though the package content is downloaded to
/var/opt/quest/gmxcm/packagecache, the patchadd command will not install
the software from that directory. For that reason, move the patch folder to the
/tmp directory and install it from there.

3. From the Configuration Manager Console, right-click the All Solaris

Systems collection and choose Distribute Non-Windows |
Software to start the QMX - Configuration Manager 2007 Software
Distribution Wizard.
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4. Click Next at the Welcome page to continue.
The Wizard opens the following pages where you can specify the
software distribution parameters:

a) Source Directory
e Browse to select the directory where you placed the zip file
content.
b) Package Identification
e Enter patch-112661-06 in the Name box.
e Enter 9 in the Version box.
e Enter Sun Microsystems in the Publisher box.
e Enter English in the Language box.

 Enter Solaris Software Patching using SCCM in the
Comments box.

c) Distribution Points
e Specify the distribution points where clients will access this
package.
d) Program Identification
e Enter patch-112661-06 in the Name box.

« Enter This script will install patch 112661-06 on a Sparc
based Solaris 9 system in the Comment box.

e) Package Type

e Select Script or Custom Command package type.
f) Script or Custom Command Package Type

e Browse to select the script named patchadd.sh.
g) Advertisement Name

e Specify a name and comment for the new advertisement.
h) Advertise to Subcollections

e« Specify whether the advertisement should apply to
subcollections.

i) Assign Program
¢ Specify when to assign the program.
j) Summary

« Verify the package, program, and advertisement for the
software distribution.

k) Wizard Completed

e Click Close to complete the task
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The QMX - Configuration Manager 2007 Software Distribution Wizard
automatically creates the package, program, and advertisement for the software
distribution. You can either wait for the normal software distribution cycle or
force the distribution manually. (See Forcing Software Distribution.)

After distributing patches to QMX - Configuration Manager 2007 Agent clients,
you will want to verify that the procedure was successful. (See Verifying
Software Distribution.)

Troubleshooting Patch
Implementation

There are different ways to confirm that a patch has been installed successfully
or not depending on which method you used to install the patch. In our case, we
can confirm the installation using the following command:

# showrev -p | grep 112661-06

Patch: 112661-06 Obsoletes: 113971-01 Requires:
Incompatibles:

Packages: SUNWlccom, SUNWiiimu, SUNWiiimr, SUNWxilS8n,
SUNWxim, SUNWxil8x, SUNWximx, SUNWj3irt
#

The output shows the patch recently installed on the system along with other

useful information. If you do not receive the previous output, consult the log file
created in /var/sadm/patch/112661-06.

For more information refer to the README file that comes with the zip file or in
the Sun site http://sunsolve.sun.com.
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About Software Metering

System Center Configuration Manager 2007 Software Metering is quite different
from other inventory tasks. Whereas Hardware and Software Inventory can
provide a list of files and/or applications on any given client, software metering
is designed to provide usage data on how applications are used in your
environment. System Center Configuration Manager 2007 stores this data in the
Site Database and replicates it up the hierarchy giving the organization a
comprehensive view (along with inventory data) of where applications are
deployed, who is using them, and when they are being used. System Center
Configuration Manager 2007 uses standard customizable reports, run from your
reporting point, to expose this data.

) Agents must be joined to the domain for Software Metering to monitor user
‘ﬁ\ and domain information from Active Directory. (See Integration with VAS for
more information about how to join a non-Windows client to the domain.)

All of this helps give intelligence around license renewal costs, cost of ownership
of individual applications, and whether or not it might be time to retire a given
application, thereby reducing not just the re-licensing costs but also the
maintenance and training costs associated with it.

You enable Software Metering on a per site basis and you manage it under Client
Agents settings. Software metering data is collected on the client when the
Software Metering Client Agent is enabled. The Software Metering Client Agent
examines each program that is running on the client and determines if the
program matches a specified rule for the System Center Configuration Manager
2007 site to which the client is assigned.

ﬂ To gather software metering data on a program, it must be running on the
| client.

Usage data is collected each time a monitored program runs on the client,
regardless of whether the client is connected to the network. If the client is not
connected to the network, the data remains on the client and is uploaded to the
site server the next time that the client connects to the network and a usage
upload interval has passed.
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Software metering reports can be integrated with software inventory data that
is stored in the System Center site database. When the client reports program
usage, it reports the same identifying information for the executable program
that software inventory reports. This means that software metering can report
whether a particular executable program was found on a computer and whether
the executable program was run on that computer during a particular time
interval.

Summarize Software Metering Data

The amount of software metering data that is stored in the System Center site
database is managed by a process called data summarization. To improve
reporting performance, maintenance tasks run periodically to summarize the
transactional data and delete old data, which reduces the amount of data that is
retained.

There are two built-in site maintenance tasks that perform summarization of
software metering data:

e Summarize Software Metering File Usage Data

e Summarize Software Metering Monthly Usage Data

By default, both tasks run daily but you can modify the schedule. Summarize
Software Metering File Usage Data summarizes data from multiple records into
one general record for the file. Summarize Software Metering Monthly Usage
Data summarizes records older than one month. In a multi-site hierarchy, the
monthly software usage data is sent to the central site one time each day by
default.

Performing Software Metering

QMX - Configuration Manager 2007 allows administrators to leverage System
Center Configuration Manager 2007 to collect information on files and
applications on non-Windows clients helping you to determine how effectively
your applications are being used in a non-Windows world.

What follows is a step-by-step demonstration that takes you through setting up
software metering for a couple of applications running on a Red Hat Enterprise
Linux box, but it could apply equally to any of the supported platforms.

To enable and configure software metering to track usage you must first enable
the Software Metering Client Agent and then create a software metering rule.
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Enable the Software Metering Client Agent

Enable the Software Metering Client Agent for the sites containing the QMX -
Configuration Manager 2007 Agent you want to monitor.

To enable the Software Metering Client Agent

1. In the Configuration Manager console, navigate to Site Database |
Site Management | <site code> - <site name> | Site Settings
| Client Agents

2. Double click Software Metering Client Agent to open the
Properties dialog.

3. Select the Enable software metering on clients check box.
4. Click the Schedule tab.
5. Specify the frequency that you want to collect usage data.

Creating a Software Metering Rule

Create a rule to tell the Software Metering Client Agent what you want to
monitor.

To create a software metering rule

1. Expand Computer Management on the Configuration Manager
Console.
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2. Right-click Software Metering and choose New | Software
Metering Rule.

1‘5@ Configuration Manager Console -|#| x|

=181

Fle Action Yiew ‘Window Help

¢+ | BE B 2=

System Center Configuration Manager Computer Management

EEQ Sike Database (LA - QMADEMO-SCCM, Que
: Marne |
Eﬂ Site Managernent
Eﬁﬂ .5 Collections
[] Collectmns ‘%Conﬂicting Records
% Corflicting Records ﬁSnFtware Distribution
-7 Software Distribution &) softwiare Updates
[]--@' Software Updates *i Operating System Deployment
-4 Operating System Deployment & Software Metering
----- roY Software Metering Docorkics .
R Reporting Software Metering Rule R
EI-- Desited Configurati  ave Feedback Faldr 4
W i Search Folder
H {-‘** Que.rles ] Mew Window from Here —
EI---B # Mobile Device Mana cress Protection
EI---'@ Metwork fccess Prc Refresh
(- System Status .
[]—--ﬁ Security Rights Properties
I:I"-Ei‘ Toals Help

. | A

Select this item to create a new rule to monitar software usage
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3.

Complete the information on the General tab as you would normally
do for System Center Configuration Manager 2007 with these
exceptions:

New Software Metering Rule Wizard X

Security

General

n MNarme: IEmacs text edibor

File name: |xemacs Browse. ., |

Jriginal file name; I

Specify either the file name, ariginal file name, or both for this software metering rule,

Wersion: |*
Language: I Ay - j
Comment: wEmacs, afork of the GNU Emacs text editor, runs on dmost any ~_~]

Unix-ike operating system —inside ¥ o in a bext terminal —as well  » |

Site code: IU"B j

[ This rule applies to the specified sike and &l its child sites

< Brevions | Mext = IZ\. I Firisty Cancel
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Name: The name of the software program, up to 256 characters. This
field is required.

File name: The software program’s executable file name, up to 256
characters. File Name is the name that launches the program; it must
be an appropriate executable file.

When you run a script it is usually executed by /bin/sh so you will not see
the script name under running processes.

To monitor a shell script, make a copy of /bin/sh and give it a name. For
example: cp /bin/sh 'sleepNow'. Then create a software metering rule to
monitor sleepNow. Run your script by passing it as a parameter to
sleepNow. For example: . /sleepNow <scriptName.shs>. You are really
passing your script to /bin/sh but it is just running under a different name.
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Some programs are used as placeholders to launch other programs,
so you should specify the name of the program that ultimately
executes the program itself. Remember, in Software Metering, the file
name is case sensitive. And, with QMX - Configuration Manager 2007,
do NOT use Browse, to select non-Windows files.

Note e In QMX - Configuration Manager 2007, File Name is
mandatory and not optional as it is for Windows applications.
(See Creating Metering Rules for Mac OS X for information
about how to find the File name for a Mac application.)

Non-Windows files do not have the .exe file type extension. So, when
you click Next, a warning dialog displays, click Yes:

Software Metering Rule x|

] The file that wou specified does nok have a .exe extension,
13 fre wou sure wau wank ko monitor this File?

Original file name: QMX - Configuration Manager 2007 ignores this
field; leave it blank when dealing with QMX - Configuration Manager
2007 Agent Software Metering.

Version: The version of the software program. You can use up to 48
characters. Alpha numeric, ?, *, and PERIOD characters are allowed.
The asterisk and question mark characters are wildcard character
entries. Use the wildcard character “*” for a string and “?” to
represent a character. QMX - Configuration Manager 2007 checks the
file version slightly differently than Windows does. For QMX -
Configuration Manager 2007, if the executable's version information
is not available, the rule’s File Version will be ignored for purposes of
matching the rule. In the Window'’s client, if you leave the Version
field blank, software metering will match the rule only if the version
in the program header is blank.

Language: The language of the software program.

If the language for a System Center Configuration Manager 2007 metering
rule is set to anything besides “Any,” the metered data will not be reported by
System Center Configuration Manager 2007. So you must set the language
for metering rules to “Any”.

Comment: Administrator comments, up to 256 characters. This field
is optional.
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Site Code: The site code that the software metering rule will apply to.
4. Specify the security rights that users have on this object class or
instance.
5. Click Finish to close the New Software Metering Rule Wizard.

The QMX - Configuration Manager 2007 Agent will receive the
software metering rules in the policy.

Creating Metering Rules for Mac OS X

When metering software on a Mac, the file you meter will NOT be an .app file.
In fact, the executable file name may or may not even correspond to the
software program you want to meter. For example the executable file name for
Firefox application is firefox-bin.

The best way to determine the executable file name is to use the ps -ax
command. For example, suppose you want to monitor iTunes. If you start
iTunes and execute ps -ax on the command line, you will see that you need to
enter “iTunes” in the File name box as the name of the file you want to monitor;
not iTunes.app:

/Applications/iTunes.app/Contents/MacOS/iTunes -psn_0 2228225

Scheduling Software Metering

The QMX - Configuration Manager 2007 Agent performs software metering every
10 seconds by default but a low polling interval can cause High CPU utilization.

To change the software metering interval
1. With your preferred editor, open the following at your client console:
/etc/opt/quest/umi/openwbem/openwbem. conf .d/umi.conf
2. Modify the following parameter in the umi . conf file:
umi.metering poll interval=Value

Where Value is a number of seconds.

Note e You can increase the Software Metering Agent polling interval
to help prevent high CPU utilization. However, if the program
started and finished between two software metering cycles,
it will not be metered at all.

3. To activate the new settings, enter the following command to restart
the daemon:

/opt/quest/gmxcm/sbin/gmxcemd_init restart
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Metering Software

Once you have created some Software Metering rules, go to your QMX -
Configuration Manager 2007 Agent client and refresh the policy.

To force the policy update

1. Enter the following command at the console:
/opt/quest/gmxcm/bin/clienttool --run-policy-update

nfig files (*.conf)

(3866751 Loading additional config items from file: setc/opt/quest umisopenwbs
openwbem.conf . d/gmxsme . conf

[388675] Loading additional config items from file: setc/opt/quest/umi/openube
openwbem. conf .d/qmxsms.allowed_users.conf

[388675] Loading additional config items from file: setc/opt/quest umi/openwbe
openwbem. conf .d/umi .conf

OpenkBEM CIMOM Daemon [owcimomd] (9487) is running.
Starting the QMX for SMS Daemon[3B86391 Using config file: setc/opt/quest/gmx
gm<cm., conf

(MX for SMS Daemon [qmxcmd] (9422) is rumning.
[root@linux “1# sopt/quest /qmxembinsclienttool --run-policy-update
Policy Update successful in 9 seconds.

Request submitted to Mamagement Point: (QMXDEMD-SCCM:88 for Site Code: LAB
Downloaded 1 new, B updated, B deleted, and 184 unchanged policies.

Discovery Related policies had @ new, B updated, @ deleted, and 16 unchanged.
Hardware Inventory policies had 8 new, B updated, 8 deleted, and 439 unchanged
Scheduling and Other policies had B new, B updated, B deleted, and 39 unchange
Sof tware Metering policies had 1 new, B updated, @ deleted, and B unchanged.
[root@linux 14

You should see that Software Metering policies have been updated.

To further demonstrate how Software Metering works, launch the Top Process
Monitor from the command window, let it run for awhile, stop the Top Process
Monitor, and then run the Software Metering Report, as explained in the
following procedures:
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To start the Top Process Monitor

1. On your non-Windows system, enter top at the command prompt to
start the Top process Monitor:

& RH4-QMXcm2.0-HOLZ - Microsoft Yirtual PC 2007 I [ b4
Action Edt <D Floppy Help

top - 18:59:37 up Z:88, 1 user, load average: B.46, B.31, 8.28

Tasks: 53 total, 1 rumning, 5Z sleeping, @ stopped, B zombie

Cpuls): B.44us, 4.1z sy, B.82 ni, 95.52 id, 8.8z wa, B.87 hi, B.8% =i
Mem: Zob8odk total, 249452k used, b428k free, 24876k buffers

Swap: 5242808k total, Bk used, 524288k free, 176816k cached

PID USER PR NI UVIRT RES SHR S «CPU »MEM  TIME+ COMMAND
9483 root 17 8 3192 928 6@ R 3.2 B:80.41 top
2652 root 16 B 6916 3568 1348 3 B:24.21 hald
3 root 5 -1d ] ] a3 B:8Z.28 events/d
9489 root 16 B 6864 2852 2488 3 B:80.36 owprivilegemoni
9441 owcimomd 16 8 121172 4768 4212 3 B:80.28 gqmxsmzoopcpplpr
1 root 16 B8 2908 548 472 3 B:85.39 init
2 root J4 19 B @ 0:80.13 ksoftirgd B
4 root 5 -18 B:68.18 khelper
5 root 18 -1a H.88 kacpid
13 root o -18 1.72 kblockd-B
14 root Zy o B.88 khubd
31 root zZ8 @ H.88 pdf lush
32 root 15 @ b.41 pdf lush
34 root b -18 H.88 aio-B
33 root 16 @& 1.28 ksuwapdd
178 root 25 8 H.88 kseriod
296 root b -18 H.88 kmirrord
384 root 15 8 6.63 kjournald

I g Lo =tk | Y
Top shows useful information about the current system state such as:

[ =~ e~ R~ R e B = R = = . w =

[ =~ e~ R~ R e B = R = = . w =

[~ e = = e e = R~ e R = = e . =

[ o T e T e I o T e o I o e Y o I e e

o=~ e~ . = e e = e . . . w e e = . . i . .
mmmmmmmmmmmmmwwwm
mmmmmmmmmmmmmn—-n—-mn—-m
mmmmmmmmmmmmmmn—-mmm

a:8
a:8
a:8
a:8
a:8
a:8
B:8
B:8
B:8
B:1

e Uptime
e Connected users
e Running processes information: Total, sleeping, running, zombie

e Process ID and name
e Process owner
e Memory and CPU usage

System memory usage

System CPU usage

System swap file usage (total, used, free, and cached)
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2. For more information on Top, enter ? for a list of Top commands.
From the list of Top commands, press any key to continue.

4. Enter g to quit the Top Process Monitor and return to the command
prompt.

5. At the command prompt, enter man top to display the Top
documentation.

6. From the Top documentation, click Enter or Page Down to view
more of the Top documentation.

7. Enter g to quit the Top documentation and return to the command
prompt.

w

You can add to this demonstration by opening and closing other applications,
logging into the Red Hat machine as a different user and running the
applications, or leaving the applications running for various periods of time.
To run the Software Metering report

1. At the command line, enter:

/opt/quest/gmxcm/bin/clienttool
--run-software-metering-usage-report
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1 root 16 8 1948 568 48
Z root M 19 B @
3 root 5-18
4 root 5 -18
5 root 17 -18
13 root 5 -18
14 root 2 B
23 root 15 8
24 root 15 8
2b root b -18
25 root 15 8
39 root 2 B
175 root 6 -18
184 root 15 8 A a
1684 root b-18 3872 448 376 3 .87 udewd
1111 root 16 8 B B8 HBS5 8.8 8. 'B8.01 kjournald
[rootOunxdemo-1c 14 sopt/quest/qmesms/binsclienttool --run-sof tware-metering-us
age-report
Metering Post successful in 7 seconds.

'89.12 init
:08.82 ksoftirgd/B
'85.98 events/B
:B8.13 khelper
‘88,88 kacpid
:81.28 kblockd.8
:88.88 khubd
:B85.57 pdf lush
‘B4.75 pdf lush
:B8.08 aiosB
‘H2.77 kswapdd
‘HA.B8 kseriod
:88.88 kmirrord B
i24.84 kjournald
']

=~ e~ e e = R e~ R = R = B = = .~ . =
=~ e~ = .~ i .~ . ~= . ~= . ~w . = .~ Y . =

B3
B3
B3
B3
B3
B3
B3
B3
B3
B3
B3
B3
B3
B3

[ e~ . = e~ .~ .~ .~ .~ . Y e i . . .~ e = .
=i e~ e~ e~ .~ .~ .~ .~ i .~ o .~ [ .~ . ~= . ~= . ~u
[m = e~ e~ e~ R = e .~ e~ e . = R .~ = R~ R
[ = = e~ e~ R = e .~ e~ e . = R .~ .~ e~ I

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

Request submitted to Management Point: 192.168.135.58:88 for Site Code: LAB
2 metered applications reported

fipplication "ftp (krbS-workstation)” metered 2 times

fApplication "top (procps)” metered 3 times

[rootBumxdemo-1c ™ 1#

Here you can see that two applications were metered. This option
reports the historical metering data; the number of times a process
was started and stopped. If it reports that something was metered
two times, it means the process was started and stopped twice. It
does not count currently running processes.

Using SMS Trace

Trace allows you to view and monitor log files in System Center Configuration
Manager as well as ASCII or Unicode text files. This tool helps you analyze log
files.
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To view the Software Metering Process in real time
1. From the Start menu, open All Programs | ConfigMgr
2007Toolkit | Trace32:

ConfigMgr 2007 Toolkit contains some very useful utilities, but it is not
installed with System Center Configuration Manager 2007 automatically. You
o must download the support tools separately from Microsoft.

4

._5\! Manage Your Server

-
./ Windows Explorer
_..\/,l P
% Administrative Taals
Command Pr ¢ windows Catalog
4 windows Update

B Mokepad @ ACCESSOES >

% SOL Server Cor @ S '
Manager & Internet Explorer
@ COutlook Express
% Windaws Updat ;.. Remote Assistance
I/} Microsoft SQL Server 2005 »
I/ Microsoft Wisual Studio 2005 »
@ wWindows Suppork Toals 3 p Clispy
@ Administrative Toals 3 Ejﬁ) ConfigMgr 2007 Toolkit Documentation
@ Microsaoft System Center 3 I') Policy Spy

@ Micrasoft Windows ATK b Bl Tools Command Window

M ConfigMgr 2

Allro [F7) Quest Management: Xtensions For Canfi... »

Log off @ Shut Do
I*fﬁtart J @' g J Configuration Manager C... I 2:53 PM

The SMS Trace window opens.

2. From the File menu, open C:\Program Files\Microsoft
Configuration Manger\Logs\swmproc.log:
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f|' 5MS Trace Program Files'Microsoft Configuration Manager'Logs'swmproc.log] Jﬂﬂ

@ File Tools Window Help Jﬂﬂ

G538 ea 1D

Log Test | Component | Date/Time | Thread |

Main thread waiting for file change notification ar timeout atter B0 minutes SMS_SOFTWARE_METERIMG_PROCE 114/2008 200:21 PM 3768 [D-EB8) j

Inbox natification tiggered, pause for 10 seconds.... SMS_SOFTWARE_METERIMG_PROCE 114/2008 23214 PM 3768 (DR8]

Mawing up to 2048 usage data fles ta the processing queve SMS_SOFTWARE_METERIMG_PROCE 114/2008 23224 PM 3768 (0B8]

Mowed 0 MUK files fram the inbox ta the processing queue. SMS_SOFTWARE_METERING_PROCE 114/2008 23224 PM 3768 [04EBE)

Mowed 0 MUV files fram the inbox ta the pracessing queue. SMS_SOFTWARE_METERING_PROCE 114/2008 23224 PM 3768 [04EBE)

(CSoftwareMsteringProcessor:P MeterRuleChanges - Deleting rule change tiager file 'T:\Program Files\Microse SMS_SOFTWARE_METERING_PROCE 1/14/2008 223224 PM 3768 [O4EBS)

Meter 1ule changes detected. SM5_SOFTWARE_METERING_PROCE 1/14/2008 23224 PM 3764 (0£BG)

Processing Meter Rule changes SM5_SOFTWARE_METERING_PROCE 1/14/2008 23224 P 3768 (0B

Loading XML meter rules file: C:\Program FilestMicrosoft Canfiguration Managertinboxes\smmproc. boxyulestMeter SMS_SOFTWARE_METERING_PROCE 1/14/2008 23224 P 3763 [04EES)

Updating e L4BOODDT" SM5_SOFTWARE_METERING_PROCE 1/14/2008 23224 P 3768 (0B

The rule was created on ste LAB" on 1/14/2008 2:32:09 PM and iz targeted at ste LAE' and “does” apply to child &i SM5_SOFTWARE_METERING_PROCE 1/14/2008 23224 P 3768 [0«EEE)

The 1l is active and applies to this site SMS5_SOFTWARE_METERING_PROCE 1/14/2008 23224 P 3768 [0«EBE)

Ma mare ule changes to process SMS5_SOFTWARE_METERING_PROCE 1/14/2008 23224 P 3768 [0«EBE)

Saving #ML meter rules file: C:\Program Files\Microsaft Configuiation Manager\inbaxeshewmproc baxbrles\Meterfu SMS_SOFTWARE_METERING_PROCE 1/14/2008 23224 P 3768 [0«EBE)

STATMSG: =509 SEV=l LEV=M SOURCE="SMS Server” COMP="3M5_S0FTWARE_METERING_PROCESS( SMS_SOFTWARE_METERING_PROCE 1/14/2008 23224 PM 3768 (0«ERE)

Successfully processed 1 e changes SMS5_SOFTWARE_METERING_PROCE 1/14/2008 23224 P 3768 [0<EBE)

Main thread waiting for file change natification or timeout after 60 minutes SMS5_SOFTWARE_METERING_PROCE 1/14/2008 23224 P 3768 [0<EBE)

Inbix notification tiggered, pause for 10 seconds.... SMS5_SOFTWARE_METERING_PROCE 1/14/2008 23244 PM 3768 [0<EBE)

Moving up to 2048 usage data files o the processing queue. SMS_SOFTWARE_METERING_PROCE 1/14/2008 23254 PM 3768 [0«EBE)

Wowved 0 MU files from the inbox to the processing queue, SMS_SOFTWARE_METERING_PROCE 1/14/2008 23254 PM 3768 [0«EBE)

Maved O MUY files from the inbax to the processing queue. SMS_SOFTWARE_METERING_PROCE 114/2008 23254 PM 3768 [0:ERE)

CSoftwareMeteringProcessor:P MeterFiuleChanges - Deleting rule change trigger file 'C:\Program Files\Miciose SMS_SOFTWARE_METERING_PROCE 114/2008 23254 P 3765 (B8]

Meter 1ule changes detected. SMS5_SOFTWARE_METERING_PROCE 1/14/2008 23254 PM 3763 (0B

Pracessing Meter Rule changes SM5_SOFTWARE_METERING_PROCE 1/14/2008 23254 PM 3764 (0BG

Loading XML meter rules fle: C:\Program Files\Micrasaft Configuration Manageriinboseshswmproc. bosules\Meter SMS_SOFTWARE_METERING_PROCE 114/2008 23254 P 3765 (B8]

Updating e LABOODDZ SM5_SOFTWARE_METERING_PROCE 1/14/2008 23254 PM 3764 (0BG

The nle was created on ste LAB' on 1/14/2008 23240 PM and is targeted at ste LAB' and "does” apply to child &1 SMS_SOFTWARE_METERING_PROCE 1/14/2008 23254 PM 3768 [04EBE)

The e is active and applies ta this site SMS_SOFTWARE_METERING_PROCE 1/14/2008 23254 PM 3768 [04EBE)

Ma rare ule changes to process SMS_SOFTWARE_METERING_PROCE 1/14/2008 23254 PM 3768 [04EBE)

Saving ¥ML meter rules file: C:\Program Files\Microsaft Configuiation Manager\inbaseshewmproc barles\MeterRu SMS_SOFTWARE_METERING_PROCE 1/14/2008 23254 PM 3763 [04EBE)

STATMSG: I[0=5609 SEV=l LEV=M SOURCE="SMS Server” COMP<"SM5_SOFTWARE_METERING_PROCESS( SMS_SOFTWARE_METERING_PROCE 1/14/2008 23255 PM 3764 (0:ERG)

Successfully processed 1 le changes SMS5_SOFTWARE_METERING_PROCE 1/14/2008 23255 PM 3763 [04EBE)

in i i WARE_METERING_PROCE

Date/Time: 1/14/2008 2:32:55 PM Component:  SM5_SOFTWARE_METERING_PROCES:

Thread: 3785 (OEES) Source:

Main thread wating for File change notification or tmeaut after 60 minutes, j
j

Elapsed time is 2158h 26m 37 790ms (7770357, 790 secands)

At the bottom of this log file you will see the software metering
happening in real time.

3. Close SMS Trace.
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Reporting Software Metering Data

System Center Configuration Manager 2007 reports display summarized
Software Metering Usage data. The SQL summarization task summarizes data
that is older than seven days by consolidating multiple records into one general
record. Once System Center Configuration Manager 2007 does the initial
summarization, you can influence when subsequent summarizations occur, as

follows:

To schedule software metering data summarization

1.

2.

4.

Navigate to Site Database | Site Management | <site code> -
<site name> | Site Settings | Site Maintenance | Tasks.
Double click Summarize Software Metering File Usage Data and
Summarize Software Metering Monthly Usage Data to open
each of the Property dialogs separately.

Adjust the Start after time to be a few minutes past the present
time.

Adjust the Latest start time to be a few minutes beyond that.

To view the reported data in the Configuration Manager Console

1.

w
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Navigate to Site Database | Computer Management | Reporting
| Reports.

Click the Category column to sort by categories.
Scroll the pane to the Software Metering reports.

Right-click the Users that have run a specific metered software
program report and choose Run.

Enter the Values required by the Report Viewer dialog and click
Display.
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Adress @http:quxdemo-stcmISMSReporting_LABIReport.asp?ReportID=11S&Ru|eName=Top&Month=4&Year=2008 j aGU Lirks

Report Name: Users that have run a spedific metered software program
Category: Software Metering
Comment; Displays  fisk of users wha have run programs matching the selected software metering rule within the specified month and year,

Rule Mame | Top
Parameters: Manth (1-12) | 4

Year 2008
/112008 12:12:40 M {humber of Records: 1)
Full User Total | AverageUsages | Total Duration | Average Durationof | Average Duration per
Last Usage A . .
Name Usages pet Day {min) Use {min) Day (min)
roak 4912008 12:06:23 P | 3 01 573 1.91 018

Try running the following reports in the same manner:

e Time of day usage summary for a specific metered software program

e Total usage trend analysis for a specific metered software program

Disabling and Enabling Software
Metering

During metering scans, you may want to reduce the CPU usage on your system.
For example, you may have metering turned on for Windows but you are not
using it on your non-Windows systems. Or, you may be using it on your
non-Windows systems, but you would like to temporarily turn it off so that you
do not see big CPU spikes.

The following procedure explains how to disable software metering using
detach.sh. (For more information about detach.sh, see About the detach
Script.)

To disable software metering

1. Create a directory on your desktop.

2. Copy detach.sh and disable software metering.sh from the
scripts directory into the new directory on your desktop.
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3. From the Configuration Manager Console, choose Distribute
Non-Windows | Software to create a new software distribution
package using the QMX for ConfigMgr Software Distribution Wizard.

4. From the Source Directory dialog, Browse to the new directory you
created on your desktop that contains the two scripts.

5. From the Package Type dialog, choose Script or Custom
Command.

6. From the Script or Custom Command dialog, Browse to select
detach.sh and click Open.

During the regular distribution, the SMS Distribution Manager will
distribute the package to the distribution point which will deploy

detach.sh and disable software metering.sh and restart the
Agent.

To enable software metering

1. Repeat the same steps, using reenable software metering.sh in
your package instead of disable software metering.sh.

Note: Distribute these scripts to disable metering for a whole collection of
machines. There are clienttool options you can use to disable or re-enable
software metering on a single machine. (See Using the Client Tool for more
information.)

About the detach Script

Quest has included some utility scripts for your convenience at the root of the
distribution media in the scripts directory. If you chose the default installation
pathitisinD:\scripts. For example, anytime you run a script that must restart
the QMX - Configuration Manager 2007 Agent, create a software package that
contains the detach. sh script along with the script you want to run and set
detach.sh as the script to execute. This allows Software Distribution to finish
before it attempts to restart the Agent. The detach. sh script and the script you
plan to run must be in the same directory when you create the software package
to distribute.

Note: Any arguments you pass to detach.sh are passed to the companion
script.

For information about the snapshot . sh script that is also in the /scripts
] directory, refer to the Troubleshooting chapter in the Installation Guide.
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Summary

By using software metering data, you can determine how your organization uses
software programs to help ensure software license compliance. You can combine
software metering program usage data with other System Center Configuration
Manager 2007 data such as software inventory, product compliance, and
hardware inventory to create comprehensive reports.

System Center Configuration Manager 2007 software metering monitors and
collects software usage data on clients. Data collection is based on software
metering rules that are configured by the System Administrator. The Software
Metering Client Agent runs on the client. The agent accepts software metering
rules from the System Center Configuration Manager 2007 site server and
records program usage as specified in the rules. Program usage data from
individual clients is forwarded to the client's assigned System Center
Configuration Manager 2007 site for processing according to the prescribed
metering collection schedule. The site then summarizes the data and propagates
it to its parent site. The central site contains program usage data from all clients
within the hierarchy that are assigned to sites that have software metering
enabled.

QMX - Configuration Manager 2007 helps open up the power of System Center
Configuration Manager 2007 to your non-Windows platform. In this chapter we
looked at how using System Center Configuration Manager 2007 Software
Metering can give you insight into how your users are actually utilizing the
applications that they may or may not be using every day, helping
administrators effectively determine future license costs and the support that
may need to be provided for that application. Of course, software metering can
effectively help you determine where applications are not being used and then
you can use QMX - Configuration Manager 2007 to remove that application from
that user's workstation, thereby reducing support costs and freeing up a license.
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e Running Remote Tools

e Configuring VNC on a Mac OS X

¢ Modifying the List of Remote Tools

e Troubleshooting Remote Tools

e Configuring Single Sign-on For Remote
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About Remote Tools

QMX - Configuration Manager 2007 Remote Tools extensions allows you to
remotely access non-Windows systems. This gives you the ability to run
programs and utilities on your QMX - Configuration Manager 2007 Agent client
systems from within the Configuration Manager Console. Remote tools give you
the ability to remotely manage client computers in the site hierarchy using
utilities such as Red Hat Logviewer or Ghome System Monitor. It also includes
the ability to configure the Virtual Network Computer (VNC) software for remote

access to a Mac OS X Desktop GUI. (See Configuring VNC on a Mac OS X.)

Default Remote Tools

QMX - Configuration Manager 2007 comes with the following default Remote

Tools:
TOOLS REMOTE COMMAND DESCRIPTION
AIX smit /usr/bin/smit System Management

Interface Tool for selected
AIX remote system

Gnome System Monitor

gnome-system-
monitor

System Management
Interface Tool for selected
AIX remote system

HP-UX sam

/usr/sbin/sam

System Administrator
Manager for selected
HP-UX remote system

HPUX 11.31 smh

/usr/sbin/smh

System Management
Home page for selected
HP-UX remote system

Support Tools Manager

HP-UX stm /usr/bin/stm for selected HP-UX
remote system
PuTTY Opens an SSH shell on
PUTTY SSH shell the selected remote

system by means of
PuTTY

RHEL 3 Network
Configuration

redhat-config-network

Red Hat network
configuration tool for
selected system
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TOOLS

REMOTE COMMAND

DESCRIPTION

RHEL 3 Packages
Manager

redhat-config-
packages

Red Hat package
manager for selected
system

RHEL 3 Printer Manager

redhat-config-
printer

Red Hat printer
configuration utility for
selected system

RHEL 3 Samba
Configuration

redhat-config-
samba

Red Hat Samba
configuration utility for
selected system

RHEL 3 User & Group
Manager

redhat-config-
users

Red Hat user
configuration utility for
selected system

RHEL 3 Services
Configuration

redhat-config-
services

Red Hat services
configuration utility for
selected system

RHEL 4/5 Network
Configuration

system-config-
network

Red Hat network
configuration tool for
selected system

RHEL 4/5 Packages
Manager

system-config-
packages

Red Hat package
manager for selected
system

RHEL 4/5 Printer Manager

system-config-
printer

Red Hat printer
configuration utility for
selected system

RHEL 4/5 Samba
Configuration

system-config-
samba

Red Hat Samba
configuration utility for
selected system

RHEL 4/5 User & Group
Manager

system-config-
users

Red Hat user
configuration utility for
selected system

RHEL 4/5 Services

system-config-

Red Hat services
configuration utility for

Configuration services selected system
Solaris system
. Administration tool with a
: - /usr/bin/ . .
Solaris admintool . graphical user interface
admintool

for selected Solaris
remote system
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TOOLS REMOTE COMMAND DESCRIPTION

Solaris Desktop process
tool for selected Solaris
remote system

/usr/dt/bin/

Solaris sdtprocess sdtprocess

Solaris Management
Solaris smc /usr/sbin/smc Console for selected
Solaris remote system

SuSE YaST Tool for
selected SUuSE remote

SuSE yast2 /sbin/yast2 system

Top System Monitor top Top Process Monitor

Opens a VNC Viewer on
the selected VNC-enabled
Mac OS X system over
ssh_vnc.vbs SSH

Note: You must configure
this tool (See Configuring
VNC on a Mac 0S X).

VNC Viewer over SSH for
Mac

These tools must be installed and configured on your Agent client machines to
work properly.

Important Remote Tools
Considerations

QMX - Configuration Manager 2007 can remotely access non-Windows systems
by opening a standard, ssh-based, interactive shell window, or by launching
specific tools such as the RedHat Log Viewer or the Top system monitor, or by
using VNC (Virtual Network computer), a remote control client.

Each of these relies on a SSH (Secure SHell) server that is configured and
running on the target system. QMX - Configuration Manager 2007 recommends
the open-source SSH server OpenSSH. For information regarding obtaining and
installing the proper SSH server software, go to Resource Central at
http://rc.quest.com/, or to the OpenSSH website at www.openssh.org.

The following are some other special notes pertaining to accessing Remote Tools
on non-Windows environments:
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Remote Tools

Except with the use of VNC used for remote access to the Mac OS X
Desktop GUI, QMX - Configuration Manager 2007 Remote Tools do
not provide the ability to remotely control a non-Windows system like
you can with a Windows system. QMX - Configuration Manager 2007
allows you to launch non-Windows tools located on a client computer
from a Windows machine.

Remote Tools X forwarding is required on SSH. If SSH on the system
you are connecting to by means of Remote Tools doesn't allow X
forwarding, the graphical remote tools will not work for that system.

You must have an X Server running in order to launch some X based
tools. A Windows-based X Server enables the UI to show the
non-Windows tools on your Windows desktop. Some choices might be
StarNet X-Win32 X Window Server, a platform-independent,
network-transparent windowing system that provides a client/server
interface between display hardware and the desktop environments.
Or, you might use Cygwin/XFree86, an open-source implementation
of the X Window system. There is also a Hummingbird product.
However, Quest cannot provide support for any of these third-party
products.

Running Remote Tools

To launch Remote Tools
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1.

Make sure your X Server is running if you plan to launch some X
based tools.

A Windows-based X Server enables the UI to show the non-Windows
tools on your Windows desktop. (See the note in Important Remote
Tools Considerations for information about X Servers.)
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2. In the Configuration Manager Console, navigate to Collections and
select the collection containing a QMX - Configuration Manager 2007

Agent-based system.

tf'@ Configuration Manager Console - |E |ﬂ
File  pction  Yiew Window  Help -|E|ﬂ

¢ |B/@m| @ @

System Center Configuration Manager 1=
Eng Site Database (LAE - QMEDEMO-3CCM, Quest 5o

All Systems :

-5 Al Windows Mabile Smartphane 5.0 Dt

s

]£ Al Windows Server 2003 Swstems

dl |

dl

l.‘El 3ite Management Loak j in IAII Columj Find ow | Cleat |
EI--LE Computer Management for:
gl Callections
(51 Al Active Dirsctory Security Groups Mame | Resource Type | Domain | it Code
-] All ALK POWER Systems 8 OHDEMO-SCCH Syste EXAMPLE LAB
[]---ﬂ Al Desktops and Servers i example.com LA
[]---_ﬂ Al HP-Us, Systems Install Client
- Al Linux Systems Distribute »
[]---ﬂ Al Mac 05 8 Systems Skart )
[]"'ﬂ AllMon-Windows Systems Clear Last FXE Advertisemeant
[]---ﬂ Al Solaris Systems Anprove
----- _ﬂ All Systems Block
[]---ﬁ Al User Graups I -
[]---ﬂ Al Users -4 oke Tools
[]---_ﬂ All YMware ESY Systems Distribute Non-Windows
[]---ﬁ Al Windows 2000 Professional Syskern
[]---ﬂ Al Windows 2000 Server Systems Delete
-5 Al Windaws Mobile Devices Refresh
[]---ﬂ Al indows Mabile Pocket PC 2003 De Properties
[]---_ﬂ Al Windows Mobile Pocket PC 5.0 Dev -
[]---ﬁ Al Windows Mobile Smartphone 2003 | Help
£
£

i

Mor-Windows Remobe Tools Dialog

3. Right-click the desired client machine and choose Non-Windows
Remote Tools to open the Remote Tools dialog.
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The Remote Tools dialog displays:

QMX for ConfigMgr Remote Tools 5[

Tool ko run:

ALz smit

Gname System Maonitor

HP-LI= sam

HP-I% 11,31 smh

HP-LI= stm

PUTTY 33H shell

RHEL 3 Metwork Configuration
RHEL 3 Packages Manager
RHEL 3 Printer Manager

RHEL 3 Samba Configuration
RHEL 3 User & Group Manager
RHEL 3 Services Configuration
RHEL 4[5 Mebwork Configuration
RHEL 45 Packages Manager
RHEL 45 Printer Manager

RHEL 4/5 Samba Configuration
RHEL 4/5 User & Group Manager
RHEL 45 Services Configuration
Solaris admintool

Solaris sdtprocess

Solaris smc

SUSE vaskz

Top System Monibar

WHC VWiewer over S5H For Mac

User Mame: Ir-:u:ut|

ok
IF Address: |1|:|.5.35.49 Cancel |

4

The Remote Tools dialog lists the remote tools that are currently
available. You can modify this list. (See Modifying the List of Remote
Tools.)

4. Choose a tool to run.

5. Accept the default User Name or enter a user name to login to the
remote system.
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Accept the default IP Address or enter the IP address of the remote
system from which you will run the tool. (QMX - Configuration
Manager 2007 retrieves the IP address of the client machine you
select.)

Launching a PuTTY Session

One of the remote tools QMX - Configuration Manager 2007 provides access to
is PUTTY. When you establish a remote session with PuTTY, it opens a command
line window where you can execute system administration commands, run
monitoring utilities, or perform other tasks.

PuTTY is a Telnet/SSH client for Windows systems that lets you establish a
remote session with a non-Windows resource.

To establish a remote session with a QMX - Configuration Manager 2007
Agent using PuTTY

1.
2.
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Open the Remote Tools dialog. (See Running Remote Tools.)
Choose PUTTY ssh shell.

A Terminal Command Line window opens and prompts you for a
password:

e Mrog
1a0. 13
login: Tue HMar

Blinux ~]# I

Enter the password at the command prompt. (Your keystrokes will
not display as you type the password.)

PuTTY logs in to the remote system and starts the terminal session

You are now connected to the remote system and can execute system
administration commands, run monitoring utilities, or perform other
tasks. For example, you can enter top at the command line to start

the Top Process Monitor.
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Configuring VNC on a Mac OS X

Virtual Network Computing (VNC) software is remote control software which
allows you to view and fully interact with one computer desktop (the “VNC
Server”) using a simple program (the “VNC Viewer”) on any other computer or
mobile device anywhere on the Internet in much the same fashion that the
Windows-based remote control works. VNC software is cross-platform, allowing
remote control between different types of computers.

You must have a full featured VNC Server that provides remote access to the
GUI, keyboard, and mouse. One option that is available is at:
http://www.redstonesoftware.com/vnc.html.

In any case, you must download, install, and configure the VNC Server to use
ports 5900 or 5901 on the remote Mac client machine. Once that is installed you
must also set up the VNC Viewer on the Windows machine.

To set up the VNC Viewer on the Windows machine

1. Go to: http://www.realvnc.com/.

2. Download the VNC client (viewer) for Windows.
3. Install it to a directory of your choice.

Once the VNC Server and the VNC Viewers are set up, you are ready to configure
the VNC tool on the QMX - Configuration Manager 2007 Remote Tools list.

To configure the VNC Viewer over SSH for Mac tool

1. Edit the remote tools list.xml file located in the QMX -
Configuration Manager 2007 installation directory.

Look for the following entry:

<tool>
<label>VNC Viewer over SSH for Mac</labels>
<description>Launch VNC Viewer over SSH for selected
VNC enabled Mac 0S X system</descriptions>
<command>%SSH_VNC% $USERNAME% $%IPADDRESS% "C:\VNC
Directory" "VNC Excecutable.exe" %PLINK%</commands>
</tool>

$SSH_VNC% is the path to ssh_vnc.vbs, a script authored by Quest
that allows the VNC-based communication to occur through SSH,
found in C:\Program Files\Quest Software\QMX for ConfigMgr, if
you chose the default installation path.
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QMX - Configuration Manager 2007 uses ssh_vnc.vbs to remotely
access the desktop. The ssh_vnc.vbs script uses vmx-plink to
forward the local ports 5900 and 5901 to a remote box over an SSH
tunnel. Then it uses the established SSH tunnel to connect the VNC
Viewer to the remote VNC Server.

Change “C:\VNC Directory” to the actual location of the VNC Viewer
directory.

Change “VNC Executable.exe” to the actual name of the executable
on the local machine.

To launch the VNC Viewer
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Start the X server. (See Important Remote Tools Considerations)
Open the Remote Tools dialog. (See Running Remote Tools.)
Choose VNC Viewer over SSH for Mac.

Modify the default User Name and IP Address, if necessary, and click
OK.

Enter the VNC server password that you configured when you set up
the VNC server in the VNC Server Password dialog.

You now have remote control access.
An error displays for the following conditions:

e If the SSH connection fails.
e If the VNC connection fails

e If a VNC session is already running; multiple VNC Viewer sessions
are NOT allowed because the SSH port forwarding will only work
with one host at a time.
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Modifying the List of Remote Tools

To change the list of remote tools, you must edit the remote tools list.xml
file located in the QMX - Configuration Manager 2007 installation directory. If
you chose the default installation path, this file is in: ¢:\Program Files\Quest

Software\QMX for ConfigMgr.

[ Microsaft SQL Server
(55 Microsaft Visual Shudio 8
(5 Microsaft, NET
[ MSEMLED
@ NetMeeting
(5 Outlook Express
El (53 Quest Software
=1 |20 QM For Confighar
@ Dacs
3 5Ms_com
[0 5QLYML 4.0
(53 Suppork Tools
[ Update Services
153 Wirtual Machine Additions
(53 Windows ATK
5 Windows Imaging
1) Windows Media Player
1) Windows MT
153 WindowsUpdate
(53 seem_Pre-requisite_downloads
(&) SMaPKGCE
3 SMaPKGalE
(& sMas1cs

Program Files',Quest Software',QMX for ConfigMgr =]
File Edit Wiew Favorites Tools Help | -:,'
(JBack - ) - 5 ‘ ) Sgarch |Fl" Folders | B3 XG | -
Address I@ C:\Program Files|Quest Softwarel My For Canfighgr j 2
Folders X || Mame ~ Sizel Type | Date Modified
5 [3) Program Fiies d |)Dacs File Folder 3f14/2008 10:00 A
5 cCommon Fies Iog.properties 4KE PROPERTIES File 3/13/2008 6:42 P
) cComPlus Applications @Plink‘exe BS0KE  Application FI2{2007 3:49 b
) Tntermst Explorer @Pscp.exe B33KE  Application FI12[2007 3:49 Pr
) Microsoft Analysis Services E pushinstaller exe 1,417KE  Application 3132008 6:49 P
(& Microsoft Configuration Manager EruTTv.chm 440KE  Compiled HTML Help...  7/12{2007 3:49 Plv
) Microsaft Office @PuTTV.exe 1,320KB  Application 7122007 3:49 P
7KE ML Document 31312008 4:47 Pt

3K YESCript ScriptFle  3[7/2008 £:53 PM

4 | 2

The remote tools list.xml file looks like this:
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Bhremate_tools_list xml - Microsoft ¥isual Studio

Fle Edt Yew Pogct Debug WML Took Wndow Commurity Hep

Bl b (., &) & o

2-0d438 IRk

temate:_tools_ist sl v X

vl version="1.0" encoding="utf-8" %

[

0 <zennte tonley

b <tools

<label>AIE awitd/ lahels

deacription:launch 3ysten wanagenent interface tool for selected ALY remote ayatemd/description:
<eomendy$PLINES -ng -use vintela gui v pud -hide consale -auto store key in cache -ssh -X -1 STSERNANEG %IPADDRESS: fuar/bin/smite/von

<ftonle
<tooly
<lahe]>Gnome System Ronitor</ labely
<deacriptionrlawnch gnowe-systen-nonitor for selected remote syatem</description
<eomndyPLINRS -ng -use vintela qui v pud -hide console -auco store ey in cache -gsh -X -1 SUSERNAME: $IPADDREGS: guove-systen-nonitc
<ftool>
<tonl»
<LabeloHP-1Y s/ lahely

<descriptionylawnch systew adwinistrator wanager for selected HP-TR remote system/descriptiony
<eomendy$PLINES -ng -use vintela gui v pud -hide consale -auto store key in cache -ssh -X -1 STSERNANEG %IPADDRESS: {ust/abin/seme/ eor

</taol>
<tooly
<label2HP-UF 11,31 anhe/ Label>

<descriptionylawnch systew vanagement howe page for selected HP-TE remote systeme/descriptiony
{eomand>$PLINFS - -use vintela gui v pud -hide console -auto store Key in cache -ssh -X -1 STGERNANES %IPADDRES3: {uar/ shin/ awhe/ com

b/l B
1 | )

nd all i Iy

Ready

Each remote tool entry uses the following template:

<tool>
<label>. . .</label>
<description>. . .</description>
<command>. . .</commands

</tool>
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The following table describes these three parameters:

PARAMETER DESCRIPTION

label The text string that displays in the list of remote
tools.

description The tool tip text string that displays when you

mouse-over the name of the remote tool.

command The command line that is executed when this tool
is selected (See Building the Command Line for
more information).

Building the Command Line

The command lines in the remote tools list.xml file apply to all instances of
the Configuration Manager Console. It is therefore important when building
command lines to remember to build them so that they will run on all machines
where the console is installed. To this end, QMX - Configuration Manager 2007
has supplied some substitution variables.

Use the following substitution variables when building the command line. QMX -
Configuration Manager 2007 replaces these variables with the following data:

COMMAND LINE SUBSTITUTION VARIABLES

COMMAND DESCRIPTION

%IPADDRESS% QMX - Configuration Manager 2007 populates this
from the IP Address entered into the Remote Tools
dialog.

%PLINK% The path to PLINK.exe, installed with the MMC

Extensions, surrounded by double-quote
characters. QMX - Configuration Manager 2007
gets this location from the Windows Registry.

Note: To see a list of Plink command line options,
run C:\Program Files\Quest Software\QMX for
ConfigMgr\plink.exe (location may vary
depending on the options chosen at installation.)

%PUTTY% The path to PuTTY.exe, installed with the MMC
Extensions, surrounded by double-quote
characters. QMX - Configuration Manager 2007
gets this location from the Windows Registry.
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COMMAND DESCRIPTION

%SSH_VNC% The path to the ssh_vnc.vbs script, surrounded
by double-quote characters. This is a script
authored by Quest that allows VNC-based
communication to occur through SSH found in
C:\Program Files\Quest Software\QMX for
ConfigMgr\ssh vnc.vbs (location may vary
depending on the options chosen at installation.)

QMX - Configuration Manager 2007 gets this
location from the Windows Registry.

%USERNAME% QMX - Configuration Manager 2007 populates this
from the user name entered into the Remote Tools
dialog.

Most Remote Tools commands have the following basic form (other options can
be added):

$PLINK% -ssh -X -1 $USERNAME% 3%IPADDRESS% <commands>

After QMX - Configuration Manager 2007 replaces these variables, this command
line will look similar to the following example:

"C:\Program Files\Quest Software\QMX for ConfigMgr\plink.exe"
-ssh -X -1 johnUser 192.168.5.10 redhat-config-users

This command directs PLINK to use the SSH protocol to connect to the target
machine. The -x option enables X11 forwarding (must be enabled on the target
machine). The -1 option tells PLINK to use “johnUser” for the username, the IP
address of the target machine is 192.168.5.10 (taken from the selected
computer object), and the command to issue on the client is
“redhat-config-users.”

These restrictions apply to the command line:
e The command line is just a command name followed by arguments

without any redirections, pipe operations, and so forth.

e The command line must not contain any percent sign (%) characters
that are not part of the substitution variable names listed above.

e The command line must not contain any quote mark (") symbols other
than those used to surround the command or some argument.

Note e Do not put %PLINK%, %PUTTY%, and %SSH_VNC% in
quotes, as the substituted value is already quoted.
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Remote Tool Types

PuTTY.exe, PLINK.exe, and any VNC utility you might use to connect to the
remote system are the executables that QMX - Configuration Manager 2007 uses
to run the default set of remote tools. They each have their unique
characteristics.

ﬁ You can add your own tools that may or may not use one of these
| executables.

For information regarding setting up VNC on Mac OS X clients and servers, see
Configuring VNC on a Mac OS X.

PuTTY is a client program for SSH, Telnet, and Rlogin network protocols. Using
PUTTY you can run a command shell session on another computer. PuTTY
implements the client end of that session: the end at which the session is
displayed, rather than the end at which it runs. PuTTY allows you to remotely
issue commands to a non-Windows shell.

A typical PuTTY command line has the following form:

$PUTTY% -ssh -X -1 %USERNAME% %IPADDRESSS%
PLINK (PuTTY Link) is a command-line connection tool similar to the Unix ssh.
It is generally used to call specific, X-Windows based commands or applications.

Unlike Putty, PLINK is not used to open an interactive command shell (unless
you call a X-Windows based terminal emulator like xterm).
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PLINK has the following options:

C:“Program Files~Quest Software~QME for ConfigMgr>plink.exe
PuTTY Link: command—line connection uwtility
Helease B.68_gl . 124RC2
Uzage: plink [options] [userB@lhost [command]

"host" can also be a PulTY saved session namel
Optaons:

print version information and exit
—pgpf p print PGP key fingerprints and exit
—u show verhoze messages
—load sessname Load settings from saved session
—szh —telnet —rlogin —raw
force use of a particular protocol
—P port connect to specified port
-1 user connect with specified username
—bhatch dizable all interactive prompts
The following options only apply to 55H connections:
—pw passuw login with specified password
=D [listen—IP:Jlisten—port
Dynamic S0CHKSE-based port forwarding
[listen—IP:1listen—port:-host:port
Fo »d local port to remote address
[listen—IP:1listen—port:-host:port
Forward remote port to local address
enable ~ dizable X1l forwarding
enable ~ dizable agent forwarding
enable ~ dizable pty allocation
force use of particular protocol version
force use of IPuvd or IPuéb
enable compression
private key file for aunthentication
—noagent disable use of Pageant
—agent enable use of Pageant
read remote command<s> from file
remote command iz an S55H subsystem (S5H-2 only>
disable GSSAPI authentication
delegate credentials when using GSSAPI
service principal name <Kerberosl
—usze_wvintela gui_w_pud
Usze dialogs instead of console for all prompts
—usze_wvintela _gui_no_puwd
Usze dialogs instead of console for all prompts except password
—hide_console
Hides console window. Useful when automated.
—auto_store_key_in_cache
Always trust new host fingerprints J(dangerous?
—no_in Redirect input from HUL:
—no_out Redirect output to HNUL:
—N don’t start a shellscommand <SS5H-2 only>
—nc host:Iport
open tunnel in place of session <(85H-2 only>

You can use any of these command line options together with the substitution
variables in building your tool’s command (See Building the Command Line for
a list of substitution variables).

Troubleshooting Remote Tools

Generally speaking, if you are experiencing problems running remote tools,
make sure that there is network connectivity and that the tool is actually
installed on the target client system.
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If that doesn’t work, here are some other issues you may have with Remote
Tools:

e X Server Not Installed or Running on the computer running the
Configuration Manager Console.

You must have an X Server installed and running on the computer
running the Configuration Manager Console.

e SSH Not Running on client machine.

Only Linux systems (Red Hat and Suse) and Solaris 9 and 10 have
SSH installed on them by default. You must install SSH on AIX,
HP-UX, OS X and older versions of Solaris clients manually.

e Remote Tool Application Not Installed on QMX - Configuration
Manager 2007 Agent.

Install and test it on the client.
e Firewall or Network Problems.
Check with your System Administrator.
e Incorrect syntax used in remote tools list.xml.

e Executable not found (for custom tools added to
remote tools list.xml).

Starting HP-UX Tools

If the HP-UX sam or HP-UX 11.31 smh tools do not start, log into your HP-UX
computer, run Mozilla, and agree to the License Agreement.

‘M This problem only occurs if you have never run Mozilla on your HP-UX host.

HP-UX System Administration Manager (SAM) is deprecated in HP-UX 11i v3 and
replaced with the System Management Homepage (SMH) tool. However, SAM
continues to provide access to Terminal User Interface and X-based interfaces.
For more information, see
http://docs.hp.com/en/4AA0-4052ENW/4AA0-4052ENW. pdf
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Configuring Single Sign-on For
Remote Tools

Modify the command line of each tool to enable Single Sign-On, as follows:

To enable Single Sign-On

1.

4.

Open the remote tools list.xml file for editing. It is located in the
QMX - Configuration Manager 2007 installation directory. (If you
chose the default installation path, itisin: C:\Program Files\Quest
Software\QMX for ConfigMgr.)

Each tool has an entry that looks similar to this:
<tool>
<label>PuTTY SSH shell</labels

<description>Open SSH shell via PuTTY to selected
remote system</descriptions>

<command>%PUTTY% -ng -ssh -X -1 %$USERNAME%
%IPADDRESS%</command>

</tool>

Remove the following items from the “command” section of each
tool:

-ng, -1, and $USERNAME%

Save the remote tools list.xml file.

Then when you start the Remote Tool you can ignore the User Name; just click
OK to launch the tool.
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About Reports

QMX - Configuration Manager 2007 provides access to resource reports for
non-Windows systems within the standard System Center Configuration
Manager 2007 reporting paradigm. QMX - Configuration Manager 2007 uses
existing System Center Configuration Manager 2007 data and data structures so
you can immediately generate reports about your non-Windows resources
without having to create any new or different ones. The following report
categories have heterogeneous data:

e Hardware Inventory
e Software Inventory
e Operating Systems
e Advertisements
e Software Metering
For example, viewing the Count Processor Speeds report automatically shows all

non-Windows resources, together with Windows resources. Of course, you can
create new reports, if you desire. These

Be sure to set up a Reporting Point System Role on your Site System so that
you can run the reports. Use the System Center Configuration Manager 2007
ew Site Role Wizard to add new site roles to your site system.
B New Site Role Wizard to add ite rol i

Running Reports

Access non-Windows resource reports just like Windows resource reports.

To run a report

1. In the Configuration Manager Console, expand Reporting.
2. Click Reports.

3. Locate, then right-click a report name in the report list. For example,
right-click Computers with a specific operating system and
service pack.

4. Choose Run.

Configuration Manager Console displays the Report Viewer page for
this report in your web browser:
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B Confiauration Manaaet Console Jﬂﬂ
S e fcton Uew Wndow Help =18
¢ 538

Eﬂ Site Management

E- ﬁ Computer Management
Collctions

; lCunfl\ct\anecords
Seftmare Distribution
E[ Seftmate Updates

Snftware Metering
Elg Repurting

- [ Dashboards
- epts

B Visked Reports

14 Queries

-BJ’ Mohile Device Management:
@ Network Access Froection
]ﬁ‘J System Status

i Securty Rghts

1 Tools

[T —

Cperating System Deployment

EE: Count processor spesds
(8- Computers with a specfic op
Desired Configuration Management:

[ EQ Site Database (LAB - QMYDIEMO-SCCH, Que

i

Microsoft:

System Center rt¥ie
Czsnﬁguration Manager 2007 Coh-i

User: EXAMPLE\ Administrator

Report Information

Report Category
Operating System

-

Repart Name
Camputers with a specifc operating system and service pack

Report Comment Display
Displys computers with a spedfic opetating system and service pack,

Service Pack (blank=No ServicePack, %=Any Service Pack)
{Reduce Yahues st wth widcards: Hetel W_rla%)

IUpdatE 4 Valugs. .

Operating System
{Reduce Yalues set with widcards: He%lo W rld%)

[Eterpise Lis 85 4 (56) Vs,

5. Enter the Values requested on the Report View page.
6. Click Display to show the report:
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3 ot Repot-Microsot Intemet Bl LJAl¥]
R B Vew Faolts Toob ep ﬂ'
Gk [ \\M Pt shates @ (1 B

s I@ St e s SR epingLABRepot aspReportD=100Rsp=Lptefha0MRns=Erterprise 20Uk S kI 0H R2OPA DR ED j GU Lol *

Cony || Export || Pent || Addto Favortzs || E-mal

ReportName: Computets with 2 specfic operating system and service pack
(ategary: ~ Operating System
Comreek:— Dilascomputers Wi s oneretin st anservie pack,

P— SrcePach (k= SevicePact, =iy Service Pl | Lpcted
Operetig Ssten Foterie L 54 (156)
4R 734 A (Mt ofRecors, £
Nethios Name Dpexating System Version | [0 Yersion TnstallDate Last Boak Up Time Windows Directory Description
(11 Enterpice L 45 4 136) 4 lpdate ¢ T SIGMPM | 3/142008 B0 A Red i Enterice L A5 4 136)

Troubleshooting Reports

Reports in QMX - Configuration Manager 2007 work just like they do in System
Center Configuration Manager 2007. The only difference is that the data in the
fields may not look the same as it does for Windows. Please refer to
http://technet.microsoft.com/en-us/library/bb632942.aspx for more
information about Configuration Manager Reports.
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Report Has Two Instances of Same
Computer

System Center Configuration Manager 2007 is designed to report every record
collected in Hardware Inventory based on the SQL search criteria for that report.
So, for example, the Computer information for a specific computer report will list
a computer with multiple processors, multiple times.

Report Is Missing Information

QMX - Configuration Manager 2007 does not collect everything that System
Center Configuration Manager 2007 collects. For example, the Logical Disk
Volume Name is not reported on a Mac OS X 10.5. For a complete list of devices
supported by QMX - Configuration Manager 2007, go to
http://www.quest.com/device-support-database/full-matrix.aspx
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About System Status

System Status assists you in monitoring and troubleshooting your System
Center Configuration Manager 2007 sites. System Status contains status

summaries for Advertisement Status, Package Status, Site Status, and Status
Message Queries.

#Q Configuration Manager Console [0

' i8]

Fi\e Action View  Window  Help
€92z

System Center Configuration Manager N blacag bt | Systems 7
[ L) Site Database (215 - TB-2A8, My perst
2] Ste Managenent

Lok fa: j n IAH Calummns j Find Hay | Cler |
Lﬂ {ompker Management
[/ (27 ystem Status
g 3.'& Adertisernent Status St | Received | Faiures | Prograns Started | Pragram Errors | Pragram Success | Program Errars (M,

] et - test1 - 4l ystems EKS My personal test site 1 I 1 i 1
] g - sming bo Al Windo

L I T

ConfigMge Status Message Yiewer for <2K8: <My personal test site

2K3 - My Personal 23 Mative Mode Lab 0 0 0 i i 0

Fle Edt View Help

HH@‘X‘QV‘@“Dnginalﬂuew j
Severity|Type |Sitec0de |Date.‘. / |System |C0mp0nent |MessageID |Descriptiun |

@ fudt X6 1/6]2008.., Microsaft,Confi.., 30006 ser "TB1\Admiristrator” created an advertisement named "test] - test..,
. Milestong £/2009.., SMS_OFFER M., ffer Manager s |y pracessed new ady e
@ Wiestone 28 162009, rhesS-64  Software Distri.., 10002 Advertisement "2KE20002" was received from site "2K8".  The dient p..,

|
Miestone 28 1/6/2009,,, rhesS64  Software Distri.,, 10005 Program starked for advertisement "ZKB20002" (estl” - "testt"), Co..,
Migstong 268 16}

TB-2kB

2009, thesa64  Software Distri., 10008 The program for advertisement "26820002" completed succassfully (e,

I
I
Command Query : 5 of 5 messages displayed. | selected, I_IWI_ 4
q | | i

Using System Status with QMX - Configuration Manager 2007 is the same as for
System Center Configuration Manager 2007. Please refer to
http://technet.microsoft.com/en-us/library/bb632870.aspx for more

information about using Status Messages for Configuration Manager
Troubleshooting.
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Agent Status Messages

QMX - Configuration Manager 2007 does not update all status message queries.
The following lists the Message #, the WMI Class Name, and the Descriptions of
the Status Messages that QMX - Configuration Manager 2007 uses:

QMX - CONFIGURATION MANAGER 2007 AGENT STATUS MESSAGES

STATUS MESSAGE

DESCRIPTION

110800:
SMS_RemoteClientInstalled

The System Center Configuration Manager 2007
client was installed.

10019:
SoftDistOfferRejectedExpired
Event

Advertisement was rejected because it has
expired.

10002:
SoftDistOfferReceivedEvent

Advertisement was received.

10025: SoftDistDownloadFailed
Event

The download of the package files failed.

10053:
SoftDistAdvertDownload
FailedEvent

The advertisement failed due to the package
download's failure.

10050:
SoftDistErrorInsufficient
CacheEvent

The cache directory did not have enough free
space in which to store the package.

10051: SoftDistErrorNoContent

The content for the package could not be located.

10037:
SoftDistProgramWaitingForAnot
herProgram

The program is waiting for another program to
finish.

10006:
SoftDistProgramErrorEvent

The program for the advertisement failed.

10023:
SoftDistDownloadStarted
Event

Content download for the package has started.

10024: SoftDistDownload
CompletedEvent

Content download for the package has completed.

10004:
SoftDistProgramUnableTo
ExecuteEvent

The program for the advertisement could not be
executed.
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STATUS MESSAGE

DESCRIPTION

10005: SoftDistProgramStarted
Event

The program for the advertisement has been
started.

10070:
SoftDistProgramExceeded
Time

The program for the advertisement did not finish
in the allotted time and was cancelled.

10008:
SoftDistProgramCompletedSucc
essfullyEvent

The program for the advertisement completed
successfully.

10900:
SWMtr_Status_WMIFailure

Error Occurred Examining Current Metering CIM
Instances.

10902:
SWMtr_Status_Send_UsageRep
ort_Failed

Upload of Meter report failed.

10605: CLIMSG_INV_INFO_
GENERIC_COLLECTED_
SUCCESSFULLY

Software inventory collected successfully

10651: CLIMSG_FILECOLL _
WARNING_FILECOL_MAXIMUM

Maximums reached in file collection.

10652: CLIMSG_FILECOLL
WARNING_FILECOL_MAXIMUM

Error in execution of file collection processing.

10907:
SWMtr_Status_Received_
MeterRule

Software Metering Rule successfully received.
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About The QMX - Configuration
Manager 2007 Agent

Each non-Windows system under System Center Configuration Manager 2007
management runs the QMX - Configuration Manager 2007 Agent software. It
provides all of the data and functionality necessary to manage non-Windows

systems.

The QMX - Configuration Manager 2007 Agent consists of two primary
components: OpenWBEM and Feature Providers. Although Feature Providers run
under the auspices of OpenWBEM, they are treated as a single separate
component for the purposes of this discussion.

OpenWBEM

Web Based Enterprise Management (WBEM) is an industry initiative to provide
management of systems, networks, users, and applications across multiple
vendor environments. WBEM simplifies system management, providing better
access to both software and hardware data that is readable by WBEM-compliant
applications. OpenWBEM is an enterprise-grade, open-source implementation of
WBEM, and is a core component of the QMX - Configuration Manager 2007
Agent. It is a clean, well-designed, solid, open source, Quest-maintained
implementation of a CIM Object Manager (or CIMOM) that complies with the
DMTF-developed WBEM standard. DMTF stands for Distributed Management
Task Force. (See: www.dmtf.org for more information.) Quest Software, Inc. is
the primary author / maintainer of the project and owns many of the related
copyrights.

The following summarizes why OpenWBEM is a key component in the QMX -
Configuration Manager 2007 Agent.

e OpenWBEM is a stable, mature, CIMOM based on WBEM standards
that has been implemented to deliver the data and control exactly as
you would expect.

e OpenWBEM is no risk to use: Quest owns the copyrights to and is the
principle maintainer of the software. Licensing is covered by the BSD
Style License; information on it can be found at:
http://www.openwbem.org/license.html.

e OpenWBEM carries with it full Quest customer support: If you have an
issue with the QMX - Configuration Manager 2007 Agent
implementation of OpenWBEM, Quest will solve it.
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The following topics discuss these core components in detail:

e OpenWBEM As Open Source Software
e OpenWBEM Maturity
e OpenWBEM Flexibility

OpenWBEM As Open Source Software

OpenWBEM is open source software. It won Best Open Source Project at the
January 2002 Linux-World Expo. One of the reasons it is a stable, mature client
is because the open source nature of the software allows for a wide community
of users and reviewers. Many developers from different organizations and
companies work with the source and as they find issues or create new
functionality, their contributions are added to the project. This makes
OpenWBEM much more robust, stable, and solid than proprietary WBEM
offerings.

Several commercial organizations have either adopted it or are in the process of
adopting it as the basis for the agent technology portion of their management
system. Moreover, OpenWBEM is licensed under the BSD Style License. Also,
Quest maintains OpenWBEM and therefore incurs no risk in using it as the core
component of the QMX - Configuration Manager 2007 Agent.

OpenWBEM Maturity

OpenWBEM has been in existence since late 2000, and because of the open
source nature of the software and the dedicated and talented developers
working on it, it has the most functionality of any similar system.

Here is a partial list of its major functionality:
e CIM operations of HTTP and HTTPS (see Listeners in Extensible and

Pluggable OpenWBEM Components.)

e Extensible authentication (see Security/Authentication in
Extensible and Pluggable OpenWBEM Components.)

e Fast scalable hierarchical repository with indexing
e Extensible Provider interface

e WAQL Level 2 support for server and client

e Access control lists

e SLP integration
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For more information on OpenWBEM functionality, see: www.openwbem.org.

OpenWBEM Flexibility

There are several things that make OpenWBEM the most flexible WBEM-based
management software. First it has been ported to a number of operating
systems.

Platforms:
e Linux
e Solaris
e 0SX
e AIX
e HP-UX
e FreeBSD

e Windows

Architectures:

e x86:

e x86-64
e SPARC
e PPC

e MIPS

e 5390

Second, OpenWBEM is designed for extensibility and contains several pluggable
components, including listener/communication, authentication, logger, and
scheduler modules. This means that OpenWBEM can easily accommodate new
technologies and changing needs.

EXTENSIBLE AND PLUGGABLE OPENWBEM COMPONENTS

COMPONENT DESCRIPTION

Listeners OpenWBEM currently provides standards-based
listeners (HTTP and HTTPS), and can support
other proprietary communication protocols when
necessary and when greater efficiency is desired.
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COMPONENT DESCRIPTION

OpenWBEM provides authentication through
pluggable authentication modules. Some of the
authentication modules are: Access Control Lists
Security/ (ACLs) and Public Key Infrastructure (PKI).
Authentication OpenWBEM also supports Kerberos by means of
Vintela Authentication Services (VAS). (See
Integration with VAS for more information about
Vintela Authentication Services.)

OpenWBEM supports dynamic CIM Schema: that
is, a custom schema can be designed and
Dynamic CIM Schema installed into the OpenWBEM CIMOM; it will
recognize and begin to operate on it without
restarting or recompiling the system.

Providers Providers are an integral and powerful part of
OpenWBEM's robustness and flexibility. A provider
can represent nearly anything to a management
system, from simply providing hardware
inventory data to an OpenWBEM repository to
controlling different parts of a system.
OpenWBEM providers also are dynamically
loadable.

Also, anyone can write their own providers using a
variety of languages, including C, C++, and Perl.

Feature Providers

These topics discuss the providers that QMX - Configuration Manager 2007 adds
to OpenWBEM to create the QMX - Configuration Manager 2007 Agent.

e Hardware and Software Inventory Providers

e Software Distribution Providers

e gmxcmd Daemon

Hardware and Software Inventory
Providers

The QMX - Configuration Manager 2007 Agent contains Hardware and Software
Inventory Providers that collect hardware, file, and product installation data. The

providers take care of the system-specific functions necessary to collect the
data. There is typically one provider for each hardware CIM class, including the
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Add/Remove Programs class. For example, when you launch a Resource Explorer
on a managed non-Windows system, the data collected by each Hardware
Inventory Provider displays in the Resource Explorer, just like it does for a
Windows-based resource.

Software Distribution Providers

The Software Distribution Providers deploy programs and packages to the
non-Windows systems on which they reside. This includes support for native
installation mechanisms, such as the Redhat Package Manager, the Solaris
Packaging system, as well as a general, script-based delivery mechanism. The
native versions all have corresponding options in the QMX - Configuration
Manager 2007 Software Distribution Wizard in the Configuration Manager
Console. The script-based version uses the Script or Custom Command software
distribution package type in the wizard which requires you to enter the name of
a script file. It runs the script file along with any supporting files such as tarballs
and properly installs the desired software.

qmxcmd Daemon

The gmxcmd daemon enables the QMX - Configuration Manager 2007 Agent to
communicate with the System Center Configuration Manager 2007 Management
Points. It is the part of the QMX - Configuration Manager 2007 Agent that makes
OpenWBEM act like a System Center Configuration Manager 2007 client. It
communicates with the Management Point to seamlessly provide data and
control to System Center Configuration Manager 2007.

Using the Client Tool

Quest has provided the clienttool to help you perform maintenance tasks. You
can use it to force policy update, run hardware inventory and to run software
distribution before its regularly scheduled process time.

The clienttool requires root access. It authenticates a user based on file
system permissions and does not require a password. Anyone with an euid
(effective user ID) of 0 (zero) may use the clienttool. If you use sudo or
another similar tool, you can also run clienttool.

Locate and run clienttool without parameters to list its options, as follows:

# /opt/quest/gqmxcm/bin/clienttool
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CLIENTTOOL OPTIONS

OPTIONS DESCRIPTION

-h, --help Lists a description of each clienttool option.

-V, --version Displays the version of QMX - Configuration
Manager 2007 that is currently installed.

--quiet Suppresses the details; lists only summary
information. Use with any option to summarize
results. For example --run-file-collection
--quiet.

--get-client-id Displays the current Client ID.

--run-policy-update

Forces policy update.

--run-discovery

Sends a Discovery Data Record (DDR) report and
posts only the discovery-related inventory that is
found in the policy.

--run-hardware-inventory

Forces hardware inventory so your new program
will appear in QMX - Configuration Manager 2007
without waiting for the next inventory cycle.

--run-software-inventory

Forces software inventory so your new application
will appear in QMX - Configuration Manager 2007
without waiting for the next inventory cycle.

--list-available-software

Prints a list of software available for installation.
Run this command to obtain the strings you need
for the --run-software-distribution option.

--run-software-distribution
<Advertisement ID> <Package
ID> <Program ID>

Forces software distribution for the specified
Advertisement, package, and program. To obtain
the strings for this command’s arguments, run the
--list-available-software option.

--run-file-collection [arg]

Forces file collection on the specified collection so
your inventory will appear in Resource Explorer
without waiting for the next inventory cycle. Use
the “full” argument to collect files from all
collections; use no argument to collect only the
files that have changed.

--run-software-metering-usage-
report

Generates the software metering usage report.
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OPTIONS

DESCRIPTION

--run-native-mode-readiness-
check

Verifies that your Agent is communicating with the
MP Proxy with or without SSL and indicates if your
system is ready for you to switch from mixed to
native mode. If your system is communicating
directly with the Management Point, it indicates
that your system is not ready for native mode.

--run-native-mode-ssl-

Verifies that your Agent is communicating with the

check MP Proxy with SSL and indicates if your system is
ready for you to switch from mixed to native
mode.

--check-client Troubleshooting tool that checks the format of the

settings in the gmxcm.conf file and validates the
directory permissions, basic CIMOM functionality,
and MP (or MP Proxy) connectivity to ensure the
QMX Agent is functioning properly.

--show-failed-actions

Lists failed actions. Use for troubleshooting. This
option lists commands that have failed to run.

--show-schedules [arg]

Lists the next [arg] schedules (default is 1) for
Policy Update, Hardware Inventory, Software
Inventory, Discovery, File Collection, and
Certificate Maintenance. Shows when each process
ran last and when it will run again.

--show-maintenance-windows
[arg]

Lists the next [arg] maintenance windows (default
is 1).

--machine-readable-output

Displays schedules in a machine-readable format.

--list-classes

Prints a list of debuggable classes which are valid
arguments to --debug-class.

--debug-class [arg]

Lists hardware inventory debug information for the
specified class. If no class is given, lists
information for all classes.
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OPTIONS

DESCRIPTION

--reset-stored-site-info

Refreshes the client settings (Management Point
Certificates, Trusted Root Key, etc.) in the
repository and re-registers the client with the
Management Point.

You can use this option in combination with
--set-site-code, --set-mp, --set-port, and
--set-ssl-port to reset specific client settings. This
enables you to switch to a new site.

Note: Use this option to clean up your site
settings before switching from mixed to native
mode or when moving from one MP to another.
This option purges all of the site-specific
information in the repository. It deletes
certificates, removes the current Trusted Root
Key (TRK) and some policy instances; then, it
creates a policy update schedule, if one does not
already exist, and verifies that the site is
reachable using any communication settings in
the gmxcm. conf file. This command immediately
runs a discovery and, within approximately 15
minutes, it runs a policy update.

--set-site-code <arg>

Changes the Site Code to [arg] in the
gmxcm. conf file and verifies that it is three
uppercase characters.

--set-mp <arg>

Changes the Management Point to [arg] in the
gmxcm. conf file or, if in native mode, changes
the MP Proxy to [arg].

Note: Changes the gmxcm.mpe value in the
gmxcm. conf file to the Fully Qualified Domain
Name (FDQN) of the MP Proxy. This verifies that it
is reachable and warns if it cannot be used
securely in native mode because it is set to
something other than a FQDN.

--set-port <arg>

Changes the http port to [arg] in the gmxcm. conf
file or, if in native mode, changes the MP Proxy
http port to [arg].

--set-ssl-port <arg>

Changes the MP Proxy SSL port to [arg] in the
gmxcm. conf file and verifies that it is numeric.
Note: 443 is the default port. The value of
gmxcm.mpe . secureport in the gmxem. conf file
must match the SSL configuration of IIS for the
machine on which the MP Proxy is installed.
gmxcm.mpe . secureport is the port the Agent
uses to communicate to the MP Proxy using SSL.
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OPTIONS DESCRIPTION

--disable-software-metering Sets the umi.metering_poll_interval to 0 and

disables software metering. Note: You must
restart the agent for this to take effect.

--enable-software-metering Sets the umi.metering_poll_interval to [arg]
[arg] seconds (the default is 10). Note: You must
restart the agent for this to take effect.
--set-custom-inventory-timeout Sets the maximum runtime (timeout) for custom
<arg> inventory scripts to <arg> seconds (default is 60

seconds). This is for hardware inventory
NOIDMOF scripts and for scripted software
inventory.

Note: See Disabling and Enabling Software Metering for information about using
Software Distribution to disable or re-enable Software Metering for a whole
collection of machines by means of a script that calls the clienttol option
before restarting the Agent.

ay

If you use clienttool to force a software distribution to a QMX -
Configuration Manager 2007 Agent before the advertisement is scheduled,
you may get messages indicating that the software is already installed when
the QMX - Configuration Manager 2007 Agent runs the software distribution
at the regularly scheduled time.

To change the trusted root key on the site server

1.
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From the client command line, run:
clienttool --reset-stored-site-info

This command deletes the old TRK and then, during the next
maintenance cycle, the “trusted” Management Points that have been
used in the past will pick up that change and distribute the correct
TRK. If the client computer is not joined to Active Directory, it will
fetch the new TRK from the Management Point when in mixed mode
or from the MP Proxy, if you are in native mode.

If you do not want to wait for the next maintenance cycle, you can
force the policy update, as follows:

Run:
clienttool --policy-update
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Stopping and Restarting the
Daemon

When troubleshooting the QMX - Configuration Manager 2007 Agent, it might be
necessary for you to stop and restart the daemon in order to pick up
configuration changes. Use gmxcmd_init (the QMX - Configuration Manager
2007 init script) to stop, start, restart, and check the status of the QMX -
Configuration Manager 2007 Agent, as shown in this example:

/opt/quest/qgmxcm/sbin/gmxemd_init status
The options to the gmxcmd_init script are listed in this table:

THE QMXCMD_INIT SCRIPT OPTIONS

OPTION DESCRIPTION

start Start the service

stop Stop the service

restart Stop and restart the service if the service is

already running, otherwise start the service.

reload Reload the service configuration without actually
stopping and restarting the service.

force reload Reloads the service configuration if the service
supports this, otherwise stops the service, if it is
running, and then restarts it

status Displays the current service status: running or not
running; enabled or not enabled; or, dead.
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About the Integration of VAS

The Quest Integrated Architecture component for integrating Unix systems with
Active Directory is Vintela Authentication Services from Quest Software, Inc. or
VAS. VAS extends the identity management capabilities of Microsoft Active
Directory to non-Windows systems.

BENEFITS OF INTEGRATING VAS WITH QMX - CONFIGURATION MANAGER 2007

FEATURE BENEFIT

Discovery The Data Discovery Record (DDR) reports the
Domain in the resource property page, when you
right click a system/resource in the results pane.

Hardware Inventory When hardware inventory is collected, the Domain
field is populated in the Resource Explorer in the
“Computer System” and “System” nodes.

Security The Management Point Certificates and Trusted
Root Key (TRK) are acquired through Active
Directory to provide the additional security
provided by Active Directory. These certificates are
used to ensure the Management Point is “trusted”
to reduce potential attacks by connecting to a
non-valid management point.

Reports Any report that has a Computer Domain column
will report the domain names for non-Windows
systems.

In Software Metering Reports, the Domain that the
user belongs to for each metering process is
captured.

Client Installation Wizard During the Client Installation Wizard process, a
page displaying the SSH authentication prompts
allows you to choose the option “Single sign-on
with current user” takes advantage of an existing
VAS installation, which eliminates the need for
entering a user and password.

QMX - Configuration Manager 2007 automatically installs a VAS Client. However,
without purchasing and installing the license for VAS, QMX - Configuration
Manager 2007 only uses VAS to join Unix systems to Active Directory. Once
joined to an Active Directory domain, QMX - Configuration Manager 2007 can
then use the Active Directory identity for the Unix system and the VAS LDAP
capabilities to query Active Directory for information relating to the Unix systems
and SCCM 2007.
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Another benefit of integrating VAS with QMX - Configuration Manager 2007 is
increased security. VAS enables the Client to retrieve the Trusted Root Key
(TRK) and Management Point certificates from Active Directory in a secure
manner. Otherwise, the Client would have to download the TRK and
Management Point certificates by means of HTTP, an insecure manner.

It is important to note that the VAS Client installed by QMX - Configuration
Manager 2007 only enables the VAS features that are directly relevant to Active
Directory domain joins and the added security benefits. For the user and group
management features, you must purchase and download a license for VAS.

VAS has a command line tool, vastool, that provides an option called join that
adds a Unix system to Active Directory.

To run vastool join

1. Enter the following at the command line of the managed host as root
user:

# /opt/quest/bin/vastool -u root join example.com

Where root is the username of an Active Directory user with sufficient
administrative privileges to create a computer object in Active Directory
(normally a user who is a member of the Domain Admins group), and
example.com is the name of the Active Directory domain to which you are
joining the computer. When prompted for the user's password, enter it on the
command line. The results of vastool join display.

For more information about using the vastool command, please see the
vastool.html file found in the docs directory.

Uninstalling VAS

QMX - Configuration Manager 2007 has no dependency on VAS. QMX -
Configuration Manager 2007 functions properly if VAS is uninstalled and VAS
functions property if QMX - Configuration Manager 2007 is uninstalled. You can
uninstall VAS by advertising a command using the Software Distribution Wizard.
Or, you can do it manually. However, if you uninstall VAS, the identity
management capabilities of Active Directory will no longer work.

The QMX - Configuration Manager 2007 uninstall script does not remove VAS if

the VAS client is currently joined, or has ever been joined, to the domain. You
have to do that manually, using the appropriate command for your platform.
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1. Run the VAS uninstall script for your operating system:

OPERATING SYSTEM

COMMAND

Linux rpm —-qga | grep vas

rpm —e <vas_client_package>
Solaris pkginfo | grep vas

pkgrm <vas_client_package>
HPUX swlist | grep vas

swremove <vas_client_package>
AIX Islpp -1 | grep vas

installp —u <vas_client_package>

) To uninstall VAS from a Mac OS X client that has been joined to the domain,
‘@\ you must use the GUI Uninstaller on the VAS disk image. Please refer to the
VAS documentation for step-by-step instructions.

2. For example to remove VAS from a Linux client, enter the following
command to determine the name of the vas-host package:

rpm -ga | grep vas
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E RH4-0M¥cmZ.0-HOLZ - Microsoft ¥irtual PC 2007 - |D|E|
fction  Edt D Floppy Help

Red Hat Enterprise Linux AS release 4 (Mahant Update 4)
Kernel 2.6.9-4Z.EL on an i686

linux login: root

Password :

Last login: Thu Feb 7 168:39:88 from 192.168.160.12
You have mail.

[root@linux “1# rpm -ga | grep vas

libgnomecanvas-2.8.8-1
gnome-pythonZ-canvas-2.6.8-3
vasclnt-3.2.0-188
[root@linux “1# _

3. Then, using the output from the previous command, enter:
rpm -e vasclnt-3.2.0-108
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E RH4-0MXcm2.0-HOLZ - Microsoft ¥irtual PC 2007 - |E||5|
fction  Edit CD Floppy Help

Red Hat Enterprise Linux AS release 4 (Nahant Update 4)
Kernel 2.6.9-42.EL on an i686

linux login: root

Pazsword:

Last login: Thu Feb 7 18:39:88 from 192.168.168.12
You have mail.

[rootPlinux “1# rpm -ga | grep vas
libgnomecanvas-2.8.8-1

gnome -pythonZ -canvas-2.6.8-3

vasclnt-3.2.8-188

[rootPlinux “1# rpm -e vasclnt-3.2.8-188
Checking wvasd: vasd (pid 2478) is rumning...
Stopping vasd: [ 0K 1

Flushing keytab cache: OK

[root@linux ™14

This uninstalls VAS from your Unix client.

e If you want to join your domain to Active Directory you must have VAS installed

4 I“\. on your QMX - Configuration Manager 2007 Agent client. Because running QMX
2 Configuration Manager 2007 without VAS-provided services makes your

environment less secure, Quest does not recommend removing VAS altogether.
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Upgrading VAS

The QMX - Configuration Manager 2007 Agent client allows you to upgrade VAS
by advertising a command using the Software Distribution Wizard.

To upgrade the client, reference the following table for your specific platform:

PLATFORM VERSION PACKAGE COMMAND SYNTAX
Suse x86 # rpm -Uvh vascInt-<version>-<build
number>.i386.rpm
Red Hat x86 # rpm -Uvh vascint-<version>-<build
number>.i386.rpm
SLES 8 PPC # rpm -Uvh vascint-glibc23-<version>-<build
number>.ppc64.rpm
SLES 9 PPC # rpm -Uvh vascint-glibc23-<version>-<build
LINUX
number>.ppc64.rpm
Red Hat x86 64-bit # rpm -Uvh vascint-<version>-<build
number>.x86_64.rpm
Suse x86 64-bit # rpm -Uvh vascint-<version>-<build
number>.x86_64.rpm
IBM s390-zSeries # rpm -Uvh vascint-<version>-<build
number>.s390x.rpm
10 x64
8,9, or 10 SPARC # pkgadd -a ./solaris-upgrade-defaults \
SOLARIS 8 or 9 for x86 -d vascInt_SunOS_<SolarisVersion>_<Platform>-
2.6 SPARC <version>.<build number>.pkg vascint
2.7 SPARC
. . /cdrom/client/hpux-ia64/vascint_ia64-
11i Itanium <version>.<build number>.depot vascint
HP-UX .
. /cdrom/client/hpux-pa/vascint_9000-
11ivl or11.0 . ;
<version>.<build number>.depot vascint
4.3.3 # installp -acXd vascInt. AIX_4_3. <version>.
= <build number> .bff all
AIX 51 or5.2 # installp -acXd vascInt.AIX_5_1.<version>. <build
number>.bff all
5.3 # installp -acXd vascInt.AIX_5_3.<version>. <build

number> .bff all
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PLATFORM

VERSION

PACKAGE COMMAND SYNTAX

MAC

All versions

To install all of the VAS packages contained in the
VAS metapackage, execute the following:

$ cd /Volumes/VAS-Installer

$ sudo /usr/sbin/installer -pkg VAS.mpkg -target /

To install individual VAS components:

$ cd /Volumes/VAS-Installer/VAS.mpkg/Contents

$ sudo /usr/sbin/installer -pkg Packages/vascint.pkg
\ -target /

Note that you must install all VAS components into
the root file system, so the parameter to the
-target command line option must be /. Also, you
must have local administrator rights to run
commands using the sudo utility.

Refer to the VAS Installation Guide for more information about the commands
and options you need for your operating system.
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H

Hardware classes, custom 37
Hardware History information, how to
view 20
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Hardware inventory information, how
to view 15

Hardware Inventory Providers 167

Hardware Inventory reports two
instances of same
computer 157

Hardware inventory stops after 60
seconds, how to extend
timeout value 49

Hardware Inventory using scripts,
how to 47

Hardware Inventory, how to
extend 36

Hardware is not reported,
problem 17

How to install a software package
after it is distributed 89

HP-UX package options 84

HP-UX package type properties, how
to specify 84

I

ignore maintenance windows 95

IIS version 6.0, Software Distribution
limitations 65

init script options 173

Integrating Unix systems with Active
Directory 176

Inventory Collection rule, how to
Create 24

Inventory Collection rules search for
directory names in addition to
filenames. 25

Inventory Collection, how to
configure 22

Inventory Collections 23

J

join, how to add a Unix system to
Active Directory 177

L

Language of the software program
must be "Any" 123

Logon or Logoff schedules, not
supported 104

M
Mac Best Practices 89
How to automatically accept license
agreements 86
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How to configure the VNC software
for remote access 136
How to get Software Inventory
Collection Product Details 25
The Quest Device support Database
lists the devices supported by
QMX 17
Use the GUI Uninsntaller to
uninstall VAS from a Mac 178
Mac OS X, configuring remote
access 143
Mac OS X, Hardware Inventory
collections data for
Add/Remove Programs 10
Mac OS X, searches for package
receipts 10
Mac OS X, searches Spotlight
database for mounted
applications 10
Mac, VNC provides the ability to
remotely control a
desktop 139
maintenance window 100
maintenance window, how to
define 59
maintenance window, set the
recurrence pattern 60
maintenance windows clienttool
option 170
Maintenance Windows, defined 59
maintenance windows, if none are
defined, must set programs
to ignore them 95
maintenance windows, specifying
maximum run time 74
maintenance windows, unsupported
options 60
Managed Object Format 13
Management Object Format
(MOF) 36,47
Management Point Certificates are
acquired through Active
Directory 176
Management Point certificates,
retrieved during install 177
maximum run time 74, 96
Maximum run time must be less than
719 minutes 73
Maximum run time option 100, 104
Maximum size for inventory
collection 30
merged maintenance window 96
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Metering rules, how to set 120

MOF 13

MOF files, how to install 42

MOF-based Extended Hardware
Inventory 45

MOF-based text files 36,47

Monitoring a shell script for Software
Metering 122

MP Proxy clienttool options 170

Multiple files, how to distribute
multiple AIX packages 82

N
Native mode clienttool options 170
New Program Wizard caveat 67

(o]

OpenWBEM 4, 164

OpenWBEM As Open Source
Software 165

OpenWBEM Flexibility 166

OpenWBEM Maturity 165

OS X application package type
properties, how to specify 88

0OS X disk image package type
properties, how to specify 86

P

Package details, how to view 105

Package Identification, how to 71

Package Status, using 105

Package, creating manually 103

Package, how to create 103

Patch Implementation
troubleshooting 115

Patch management 112

Patch, software 112

Physical host data, collecting from
within the virtual host 50

PLINK 147

PLINK (PuTTY Link) 149

PLINK.exe 149

Prefix the program command with
gmx

67

Preventing Software Inventory and
File Collection from scanning
a folder 31

Privilege Monitor limits unauthorized
privilege escalation 7

Product Details for all Add/Remove
Programs data reported

during Hardware Inventory,
how to list 32
Program Identification, how to 73
Program must be running to gather
metering data 118
program rerun behavior,
supported 105
Providers 167
Providers, Hardware and Software
Inventory 167
Providers, Software Distribution 168
Public key encryption/signatures 6
PUuTTY 147
PuTTY, how to establish a remote
session 142
PuUTTY, launching a session 142
PuTTY.exe 149

Q

gmxcmd_init See also init script

R

Remote tool entry example 152

Remote Tool Types 149

Remote Tools 135

Remote Tools commands, basic
form 148

Remote Tools, how to launch 139

Remote Tools, running 139

Remote Tools, troubleshooting 150

Reporting Point System Role,
necessary to run reports 154

Reports, how to run 32, 154

Reports, using to verify software
distribution 108

Resource Explorer 45

Resource Explorer, how to populate
the Domain field 176

Resource Explorer, how to start 11,
46

Response file, defines 81

RPM files with spaces in the name are
not supported 77

RPM software distribution, how to
specify 77

Run a Unix command on any
platform, how to 68, 75

S
Script containing the command, how
to create 90
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Script or a custom command, how to
distribute 89

Script, how to monitor for Software
Metering 122

Script-base inventory 53

Script-based extensions 37

Script-based software inventory 52

scripted software inventory stops
after 60 seconds, how to
extend timeout value 52

scripts directory 133

Scripts, considerations about
building 112

Security benefits of VAS 177

Serial numbers, how to collect 17

Session variables, how to override 85

Set the maximum allowed run
time 100

shell script, produced by the Software
Distribution Wizard 70

sites, monitoring and
troubleshooting 160

skpswi.dat 29, 31

sms_def.mof, changes will be
overwritten at QMX
upgrade 36

sms_def.mof, do not modify while
Console is running. 36

snapshot.sh script 133

Software and Patch Delivery 58

Software Distribution 63

Software Distribution
Considerations 64

Software Distribution failure
reasons 65

Software Distribution Providers 168

Software Distribution Source
Directory

do not use non-writable media 70

Software Distribution Wizard
flows 66

Software Distribution Wizard, how to
start 67

Software distribution, forcing 172

Software Distribution, how to
verify 115

Software distribution, how to
verify 107

Software Distribution, Manual 102

Software file and inventory details,
how to view 22

Software Inventory 21
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Software Inventory Providers 167

Software License Compliance 58

Software Metering Client Agent
examines each program that
is running 118

Software metering requirement 118

Software metering rule executable
filename, how to
determine 124

Software Metering Rule, adding 120

Software Metering, file name is case
sensitive 123

software metering, how to
disable 132

software metering, how to
re-enable 133

Software Patch Implementation 112

Software Program, creating
manually 103

Software program, how to create 103

Software programs installed on a
client, how to view 18

Software Updates 111

Solaris Cluster Patch, how to deploy
on a Client 113

Solaris Package custom
administration file 80

Solaris package type properties, how
to specify 79

Solaris zones, how to install software
packages 80

Source Directory, must be
writable 70

Specify source directory location, how
to 70

Spotlight search 10

Starting the Software Distribution
Wizard, various access
points 66

Status 159

status message, not enough time in
the maintenance window 96

Substitution variables for command
lines 147

T

Time out value for program run
times, how to set 100

Top commands 127

Troubleshooting Remote Tools 150

Troubleshooting Reports 156

Troubleshooting the Agent 173
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Troubleshooting your sites 160

Trusted Root Key (TRK) is acquired
through Active Directory 176

Trusted Root Key (TRK), retrieved
during install 177

Trusted Root Key, defined 6

Trusted root key, how to change on
the Site Server 172

Tying the physical host and virtual
host inventory data together
using queries 50

U

Unix command, how to distribute 68,
75

Unknown maximum run time 74

user and password, how to eliminate
need for entering 176

Using a .mof file to connect or join
virtual and physical host
data 50

UTC option not supported 60

utility scripts, about 133

\")

VAS command line tool 177
VAS integration 5,176

VAS uninstall script 178

vastool join, example of usage 177
View the program set for distribution,
how to 99
Vintela Authentication Services 176
Virtual Machine folder in the Resource
Explorer, how to create 50
Virtual Network Computer (VNC) 136
VNC (Virtual Network
Computing) 143
VNC Viewer tool entry example 143
VNC Viewer, how to start 144

W
WBEM 4, 164
Web Based Enterprise
Management 164
Windows Management
Instrumentation (WMI) 4
Wizard
New Distribution Points Wizard 103
Software Distribution Wizard 67
WMI (Windows Management
Instrumentation) 4

X

X forwarding, requirement for
Remote Tools 139

X Server 139
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